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 Fraud Losses

 Threats and Trends
 Ransomware
 Business Email Compromise (BEC)
 Crypto theft / Pig Butchering
 ClickFix
 Other fraud schemes / payment types

 Prevention and Best Practices

 Passwords

Today’s Topics
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Why is the Secret Service here?
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Mission of Secret Service

The United States Secret Service is mandated by statute 
and executive order to carry out two significant missions:

Protection
&

Investigation
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Cyber Fraud Task Force
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Fraud Complaints and Losses

Source: 2025 IC3 Report
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Fraud Complaints and Losses

Source: 2025 IC3 Report
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Fraud Losses in 2024

Source: 2025 IC3 Report



U/FOUO//LES

USSS - Standard Sensitive Info

Fraud Losses in 2024

Source: 2025 IC3 Report
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Attack Vectors
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Ransomware
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A user or organization’s critical data is 
encrypted so that they cannot access 

files, databases, or applications. A 
ransom is demanded to provide 
access or prevent publication.

Ransomware
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Ransomware
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Ransomware Victims

Source: 2025 IC3 Report
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Ransomware Recovery
• 78% of victims who pay a ransom were hit by a second 

attack 
• 36% of the time, it was the same bad actor

• 35% of victims who pay a ransom fail to recover their files 
and assets 
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Business Email Compromise (BEC)
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Business Email Compromise (BEC)
Employees use email to perform regular business 
duties, including payments to vendors, processing 
payroll, or other financial matters.

Hackers intercept the email communications.

Hackers create a spoofed email address, 
emulating the client.

Hackers send email from the spoofed address, changing 
payment instructions on a financial transaction.

The instructions appear to be legitimate, and so the 
business transfers the funds to a fraudster’s account. 

Step 1: Regular Email
Correspondence

Step 2: Interception

Step 3: Spoofed Email
Created

Step 4: Send Spoof Email
with Instructions

Step 5: Funds sent
to Fraudsters
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Attack Tactics
Addition @gmail.com, @yahoo.com, @yahoo.fr
stephanieb.icul.org@gmail.com

Display Name Masking
Email Service providers allow a display name to replace actual email address

 

Spoofed or Cyrillic character domain names
www.secureworld.com vs. www.securevvorld.com
mike@email.com vs. mike@ernail.com 
stephanieb@icul.org vs. stephanieb@jcul.org
steve.j@bing.com vs.  steve.j@Ьing.com (Note the Cyrillic “Ь”)

mailto:stephanieb@jcul.org
mailto:stephanieb@jcul.org
mailto:stephanieb@jcul.org
mailto:stephanieb@jcul.org
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ChatGPT – Invoice BEC Fraud 
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WormGPT, HackGPT, FraudGPT…
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BEC Losses
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2024 Total Loss
$3 Billion

Source: 2025 IC3 Report
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Cryptocurrency Theft

Almost $11.3 Billion in crypto-investment fraud in 2024
Source: IC3/Chainalysis
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Cryptocurrency Theft

23

• Fraudsters can leverage crypto to facilitate money 
laundering

• Attempts to hide the funds using mixers
• Money mules trading by instruction
• It trades quickly
• No need to wait for a wire to clear
• Could potentially be anonymous – to a point

• Potentially foreign exchanges
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Pig Butchering
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Pig Butchering
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Named after the Chinese practice of “Shāzhūpán”:
fattening up of a pig prior to slaughter
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Pig Butchering
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• A scam with a highly convincing investment fraud twist. 
Initially, victims are contacted via a seemingly misdialed 
text, LinkedIn, or dating sites, that ultimately evolves into 
an updated investment scam.
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Pig Butchering
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• A scam with a highly convincing investment fraud twist. 
Initially, victims are contacted via a seemingly misdialed 
text, LinkedIn, or dating sites, that ultimately evolves into 
an updated investment scam.
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Pig Butchering
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• A scam with a highly convincing investment fraud twist. 
Initially, victims are contacted via a seemingly misdialed 
text, LinkedIn, or dating sites, that ultimately evolves into 
an updated investment scam.

• Use of fictitious apps/websites with high production 
value, or linkages to legitimate apps.

• The appearance of investment gains and even 
contributions from the scammer.

• Ability to conduct withdrawals early in the scam.
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Pig Butchering

29



U/FOUO//LES

USSS - Standard Sensitive Info

Pig Butchering

30



U/FOUO//LES

USSS - Standard Sensitive Info

ClickFix
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ClickFix

32

• Instead of using traditional malicious links or attachments 
that are easily blocked by security software, ClickFix relies 
on deceiving the user into performing a "fix" for a fake 
technical error. 



U/FOUO//LES

USSS - Standard Sensitive Info

Other fraud schemes

33

• Calling “from bank” asking about non-existent fraudulent 
charges, then changing login information.

• Fake check / overpayment.
• AI voice / video calls.
• (S)Extortion.
• Tech / Customer Support.
• Government impersonation.
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Transaction Types in Fraud
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Source: 2025 IC3 Report
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What Can We Do?
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Cyber Fraud Prevention
• DO NOT CLICK UNKNOWN LINKS
• ENABLE MULTI-FACTOR AUTENTICATION
• Educate employees
• Conduct BEC drills and anti-phishing exercises
• Update software to current versions and security patches
• View entire link before clicking:
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Cyber Fraud Prevention - Email
• Create email rules that flag emails received from 
unknown domains
• Monitor creation of new email rules
• Register similar domain names
• Use “forward” instead of “reply to”
• If you suspect suspicious activity with your email:

• Change your password
• Log out on all devices
• Check for new rules within your account
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MFA Apps
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• Using authenticator apps to receive your multi-factor 

authentication code.

• These apps are tied to your physical device, and not to 

your phone number.
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Cyber Fraud Prevention – Payments
• Confirm all changes in payment methods using trusted 
and authenticated information
• Consider requiring two parties sign off on payments
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Human error is the biggest vulnerability

Try not to be Dave…
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Passwords

41
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All it takes is a simple search to identify the default 
password of any device or software you 

use within your organization  

Default Passwords
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A study of over 11 million passwords found that the 20 most popular 
passwords account for 10.3% of all logins. In fact, on average, if you just 
tried “1234”, “12345”, or “123456”, you could log into about 5.5% of the 
accounts in the study. Add the word “password” as a password and you’ve 
now covered 6.8% of all passwords in use.

Weak Passwords
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1. Randomly generated
There’s an App for that.

      
      Sources: NYT Wirecutter & CNET

2. Create and use a “passphrase”
 

Two ways to create a password
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1. Think of a meaningful sentence.

“With Indiana Credit Union League in Indy”

Making a strong passwordMaking a strong password
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2. Take the first letter of each word.

“With Indiana Credit Union League in Indy”

wiculii

Making a strong password



U/FOUO//LES

USSS - Standard Sensitive Info

howsecureismypassword.net

wiculii
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3.  Create a mixture of uppercase and 
lowercase letters.

wICULiI

Making a strong passwordMaking a strong password
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wICULiI

howsecureismypassword.net
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4.  Add a number

2026wICULiI

Making a strong password
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A note on adding numbers…
Making a strong password

gocolts24

haveibeenpwned.com
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A note on adding numbers…
Making a strong password

24gocolts

haveibeenpwned.com
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2026wICULiI

howsecureismypassword.net
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5. Add punctuation

2026wICUL@I

Making a strong password
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2026wICUL@I

howsecureismypassword.net
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2026withIndianaCreditUnionLeague@Indy

howsecureismypassword.net
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Password vs Passphrase vs Passkey

57

• Password: 2026wICUL@I

• Passphrase: 2026withIndianaCreditUnionLeague@Indy

• Passkey: Secure, phishing-resistant, password-less sign-in. Your 

device creates a unique key pair: a public key stored by the website 

and a private key stored securely on your device (device-bound). 

Signing in requires only your device's biometric (Face 

ID/fingerprint) or PIN, making it faster and safer.                
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Questions and Contacts

QUESTIONS?

US Secret Service
Indianapolis Field Office

317-635-6420

ind-cftf@usss.dhs.gov
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