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From Checklists to Check-Ins: Building an RMF-
Ready Cl/CD Pipeline
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The Challenge:
Traditional RMF Meets Modern Software Delivery

Traditional RMF Modern DevSecOps

Periodic Assessments Continuous Integration

Static Authorization Continuous Deployment

Manual Evidence Collection Automated Evidence Generation

Point-in-Time Compliance Continuous Risk Visibility
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LEARNING OBJECTIVES

IDENTIFY

Common CI/CD
shortfalls
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Missing Inconsistent Manual

Delayed
Security Processes Evidence

Visibility

LEVERAGE

DHA GitLab and
DSOCC tools

&y GitLab

®) (@)@ (@)

Build

oD

DSOCC

Scan Secure Deploy
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What You Will Gain From This Session

DEMONSTRATE

RMF-enabled
automation

[2] AuTOMATE

EVIDENCE
COLLECTION

CONTINUOUS
MONITORING

INTEGRATE
WITH EMASS

RISK VISIBILITY
IN REAL TIME

ACCELERATE

Authorization
readiness

@ Complete Evidence

READY

(&) Reduced Risk
@ Faster Decisions

2026 DHITS 5




2026
DEFENSE HEALTH INFORMATION | AUGUST 11-13 2026
TECHNOLOGY SYMPOSIUM ‘ S R D L

Challenges

e N ! NN =

-




=  COMMON PIPELINE SHORTFALLS

Gaps in the CI/CD Pipeline Create Risk and Slow Authorization

SR

-
MISSING 9 MISSING e MISSING
COMPLIANCE GATES

HARBOR INTEGRATION SECURITY SCANS
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LD/

i
I
I
+

o

NO CONTROL

e Unknown vulnerabilities e Unauthorized deployments

b

OPERATIONAL IMPACT

REDUCED
VISIBILITY ‘ '
Limited insight into

assets and risk posture

INCREASED
RESIDUAL RISK

Unknown threats and
unmanaged exposures

O

POOR REPOSITORY
STRUCTURE

L_e{ AUTHORIZATION
! BOUNDARIES |

Misalignment with eMASS
authorization boundaries

Slower approvals and
time to mission

ADDRESSING THESE SHORTFALLS STRENGTHENS SECURITY, IMPROVES VISIBILITY,
AND ACCELERATES RMF AUTHORIZATION.
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PIPELINE SHORTFALL

MISSING HARBOR INTEGRATION

Untracked container images
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MISSING HARBOR

DEVELOPER CI/CD INTEGRATION DHA HARBOR UNKNOWNMN /
PIPELINE UNTRACKED IMAGES

OPERATIONAL IMPACT
Incomplete @ Reduced & T bl @ Dﬂ-laye_d |
: gy : : authorization
inventory visibility residual risk T
decisions

1
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PIPELINE SHORTFALL

MISSING SECURITY SCANS

Unknown vulnerabilities

~—- MISSING SECURITY SCANS -

_

CODE BUILD SAST DAST UNKNOWN
COMMIT o PR e = VULNERABILITIES

OPERATIONAL IMPACT
& . Incomplete @ Reduced Increased Delayef:i x
inventory visibility residual risk autl?ctrlzanon
decisions
ACRONYMS DEFINED

SAST SCA DAST

Static Application Security Testing Software Composition Analysis Dynamic Application Security Testing
Analyzes source code, binaries, Identifies open source and third-party ¥ Tests a running application from the
or byte code to identify security i components and checks for known outside to identify vulnerabilities

vulnerabilities early in development. vulnerabilities and license risks. in the deployed environment.

- o Performing all three security scans (SAST, SCA, and DAST) provides comprehensive visibility into vulnerabilities
throughout the software development lifecycle.
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a PIPELINE SHORTFALL

MISSING COMPLIANCE GATES

Unauthorized deployments

o I - & - &

e

DEPLOY TO UNAUTHORIZED

MISSING PRODUCTION DEPLOYMENT
COMPLIANCE GATE RISK

OPERATIONAL IMPACT

Incomplete Reduced Increased Delayed
inventory visibility residual risk authorization

decisions
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PIPELINE SHORTFALL

POOR REPOSITORY STRUCTURE

Misalicgnment with eMASS authorization boundaries

L [
PROJECT -

REPOSITORY

OPERATIONAL IMPACT

Incomplete Reduced Increased DEHFE."J .
inventory visibility residual risk authorization

decisions
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PIPELINE SHORTFALL

MISSING HARBOR INTEGRATION

Untracked container images
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PIFELINE UNTERACHTID IMAGTS

OPERATIONAL IMPACT
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9 PIPELINE SHORTFALL
MISSING COMPLIANCE GATES

Unauthorized doeploymants
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-l MISSING SECURITY scnus

Linkrown vulnerabidlities

FOGSING SECIURITY FOANS
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CODE ! SAST LIRE N R
CORAMET VULNERABILITIES

OPERATIONAL IMPALT
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PIPELINE SHORTFALL

POOR REPOSITORY STRUCTURE

Misalignmant with eMASS authorizaton boundanoes
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Pre-Production Pipeline

Automated security validation and compliance before production promotion

e ! (
(o HARBOR @) PuLL CONTAINER (0 DAST W o GENERATE SBOM e COMPLIANCE GATE] PUSH RESULTS | ‘ (7 Pt APPROVALW | PRODUCTION ‘
| ||

@ Q-0 @"f“l“,

|
DHA Harbor Pull Container Dynamic Application Generate Software Validate Risk Posture Push Scan Results AODR Reviews ‘ Promote to

to eMASS PROMOTION

Repository Image Security Testing Bill of Materials & Complianals & Evidence to eMASS and Approves Production

2 e

Automated Automated Automated Automated Automated

Gate Not Met / Changes Required

@ Automated Step 0 Compliance Gate ) Sequential Flow

System-enforced validation Requires human decision End-to-end pipeline progression
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Sonar
SAST

Buildah

Image Builder TruffleHog
Secrets

Trivy
SCA / Vulnerability

Kaniko Scanner

Image Builder StackRox
DAST / Runtime
Security

SOFTWARE BILL
OF MATERIALS

Syft
SBOM Generator
and Viewer

- @

REPOSITORIES
</>
GitLab

Source Code
Management

Cosign @

Container Image
Signing Harbor
Container Registry
(DHA Harbor)

INTEGRATED SECURITY Cl / CD PIPELINE RMF ALIGNMENT
Security at every stage Continuous Integration Automated evidence for
of the software lifecycle Continuous Delivery authorization readiness
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AUTOMATING RMF EVIDENCE COLLECTION

Seamless integration from CI/CD pipeline to authorization decision

= AUTHORIZATION
RMF DASHBOARD L

Code Commit Real-Time Visibility.
Developer Informed Decisions.

CVEs
Vulnerability data with
Build affected resources Authorization Boundary Overall Risk Posture

Automated Build eMASS 1D “

S ABC-12345 |
Security Scans eMAS SBOMs Moderate Informed

SAST / SCA / DAST Software Bill of Materials = : e * i i
Saorts » ingestion and tracking Open Vulnerabilities Scan Coverage Autho l:lz.atl on
¢ 0 ‘ 27 ( Decision
—

Generate SBOM —0
—0

Software Bill + '-= 1
/s last 30 day: last 30 day
of Materials a Scan Results it VElact 30, deve I
o= SAST, SCA, DAST, T @ Complete Visibility
Push to Harbor Secrets scan results B o T ——

Container Registry Open
Secure, Automated J @ InProgress & Improved Decision Quality

Compliance Gate Data Exchange POA&M Associations ® Closed

Policy & Risk Check Linked findings to
POA&MSs for tracking

Continuous Security. | /\1 Data-Driven Insights. Confident Decisions.
: . 11

Continuous Compliance. Continuous Authorizability. Mission Assurance.

KEY BENEFITS OF AUTOMATING RMF EVIDENCE COLLECTION

REDUCES MANUAL EFFORT IMPROVES ACCURACY ENHANCES VISIBILITY ACCELERATES AUTHORIZATION SUPPORTS CONTINUOUS AUTHORIZABILITY
Automated ingestion eliminates {i‘ﬁ Real-time, consistent data improves Live dashboard provides continuous \/ Better data, faster decisions, g Sustains authorization with ongoing

manual data entry and tracking. risk accuracy and completeness. insight into risk posture. shorter authorization timelines. evidence and risk visibility.
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Centralize approved container images
within the PMO Harbor Repository to
establish a trusted, enterprise-managed
source for reusable artifacts.

Validate once, reuse many. Approved
containers that meet security and
compliance requirements become
candidates for Type Authorization.

Reduce duplicate authorization efforts by
enabling multiple ATO boundaries to
leverage the same approved container
image.

Maintain governance and traceability by
ensuring container updates continue
through the RMF change management
and reauthorization process.

Improve mission delivery by accelerating
deployments while maintaining
consistent security controls across the
enterprise.

Enterprise Benefit: Standardized, authorized
container images reduce risk, minimize
redundant work, and accelerate secure
software delivery across DHA.
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CONTAINER REUSE

Controlled Reuse. Greater Efficiency. Stronger Security.

PMO HARBOR REPOSITORY

Central repository managed by PMO.
Houses approved, reusable

container images.

P
(35 HARBOR

& Governed
& secure
@ Trusted Source

APPROVED CONTAINER

Container image is scanned,
tested, and approved for reuse.

QH 9 9

Y.

L

Scanned Tested Compliant Approved
v Authorize Once
¥ Reuse Many

@ W Maintain Control

ACTITCEDE | 4. e s

TYPE AUTHORIZATION
Container is granted Type
Authorization enabling reuse
across multiple ATO boundaries.

D

MULTIPLE ATO BOUNDARIES

Authorized containers are pulled and used
by multiple ATOs without rework or repeat

authorization
ATO
BOUNDARY 1 anunmw 2 Lanuunmv 3 BOUNDARY N
~

3
FASTER DELIVERY

Reuse approved
images quickly
and confidently.

EFFICIENCY GAINED

T @ =2 ©

CONSISTENT SECURITY SCALE WITH CONTROL LOWER COST

Avoid repeat builds, Standardized,
scans, and hardened images
across all ATOs.

REDUCED REWORK

Save time, effort,
and resources
across the enterprise.

Reuse across many
boundaries while

authorizations. maintaining oversight.

APPROVE ONCE. REUSE SECURELY. DELIVER FASTER.
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; THE OUTCOME .

Automation Drives Efficiency. Visibility Drives Confidence. Continuous Readiness Drives Mission Success.

BEFORE AFTER
Manual. Periodic. Reactive. Automated. Continuous. Proactive. REDUCE RISK

Timely, accurate data

- Automated evidence improves risk visibility
Manual evidence . . and decision making.
Captured and ingested automatically

Collected and compiled by hand. e
from the pipeline.

SAVE TIME

e [ o % : Automation eliminates
Static inventories Continuous inventory o B R

Point-in-time snapshot of assets and Real-time inventory updated with every accelerates processes.
components. change in the pipeline.
IMPROVE ACCURACY
Spreadsheet tracking Live dashboards Consistent, automated

Manual updates, versioning errors, Real-time visibility into risk posture, fjata f‘%dUCES_ errors and
and limited visibility. trends, and compliance status. inconsistencies.

ENABLE SCALE

Standardized automation
supports growth across
systems and teams.

Manual CVE review Automated vulnerability ingestion

Time-consuming review and data CVE data ingested via eMASS API for
entry. timely, accurate tracking.

Slow authorization support Continuous authorization readiness | DRIVE MISSION IMPACT
Manual compilation delays authorization e Always-ready evidence supports faster, I Faster delivery of secure
decisions. informed authorization decisions. | . capabilities to support

the warfighter.

CLOSING MESSAGE /’

Integrating RMF directly into the CI/CD pipeline transforms compliance from m
a periodic activity into a continuous operational capability. \

UNCLASSIFIED 2026 DHITS




- MISSION CHECK

RMF READINESS CHALLENGE

Test your understanding of three key concepts for building an RMF-Ready CI/CD Pipeline.

€& sccurity 0 @ RePOSITORY &) DpePLOYMENT 9&_2).

Which automated . ;
scan identifies What is the designated TRUE OR FALSE
vulnerabilities within repository for DHA
software components approved and authorized
of a container? container images?

O A. SAST A. lIron Bank

O B. DAST B. DHA Harbor O True
& €. KEns C. DHA GitLab O False
o B SCK D. All of the Above

Developers may push commits
directly from the development
environment into production.

Software Composition Analysis = DHA Harbor serves as the Production deployments require
identifies vulnerabilities in third-party authoritative repository for approved compliance gates and appropriate

libraries and dependencies. - container images. AO/AODR approvals before release.

@ AUTOMATION ACCELERATES DELIVERY. | GOVERNANCE ENSURES MISSION SUCCESS.
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MISSION CHECK

* RMF READINESS CHALLENGE -

Which automated . .

scan identifies What is the designated TRUE OR FALSE

vuiltnerabilities within ;T:::_zt:;yaf:dr ::::ﬁorize d Developers may push commits
software components :

s containerg container images? directly from the development

environment into production.
O A. SAST O A. Iron Bank

O B. DAST & B. DHA Harbor O True
D. SCA

O D. All of the Above

Software Composition Analysis - DHA Harbor serves as the Production deployments require
identifies vulnerabilities in third-party Wmgme authoritative repository for approved compliance gates and appropriate
libraries and dependencies. [

container images. AQO/AODR approvals before release.

@ AUTOMATION ACCELERATES DELIVERY. | GOVERNANCE ENSURES MISSION SUCCESS.
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QUESTIONS?

LET’S DISCUSS.

Thank you for your time and engagement.
We look forward to the conversation.

YOUR QUESTIONS.

OUR OPPORTUNITY TO
DRIVE SECURE SOLUTIONS
TOGETHER.

SECURE adhe AUTOMATE

Build security » O v Automate processes

in from the start. & and evidence
collection.

Integrate RMF
into the CI/CD
pipeline.

COLLABORATE
Collaborate across
teams and
boundaries.

DEL

Deliver secure
capabilities
faster.
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QUESTIONS & DISCUSSION

We'd love to hear from you.

Maria Cante Nataliya Maas
, vl | Cloud SCAR &
e MDE/OT SCA

W 3 Team Poseidon &
RMED : y Team Ares

DHA
RMED
DHA

Cody Schmidt Brandon Hayes WE WELCOME YOUR
Cloud & Al SCA | B o Cloud & Al SCAR | QUESTIONS AND LOOK
Team Poseidon, Lead 2 Team Poseidon FORWARD TO THE
RMED DISCUSSION!

RMED
DHA DHA

@ cody.a.schmidtb.civ@health.mil @ brandon.l.hayes.ctr@health.mil
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