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Agenda
1 Cloud Center of Excellence (CCoE)

2 Journey to the Cloud

3 Cloud Hosting & SaaS Offerings

4 Risk Management Executive Division (RMED)
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Speaker Introduction
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Program Manager

Major 
Victoria Williams
Deputy Cloud Broker 

Service Program 
Manager

Patrick Leitner
Datacenter Operations

Branch Chief,  
Authorizing Official 
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Representative (AODR) 

DSO & Cloud

Mark Ponce

Datacenter Operations 
Platforms Lead

Cody Schmidt

Security Control 
Assessor (Cloud & AI), 
Lead – Team Poseidon
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Speaker Introduction (continued)

Ronald Jones
Defense Health Agency, Cloud Broker Service Program Manager

Ronald Jones is the Cloud Broker Service Program Manager under the DHA Engineering Solutions Architecture - Business 
Analytics Division (ESA-BAD) and has supported the Defense Health Agency and Military Health System (MHS) for 18 years in 
several roles.

Major Victoria Williams
Defense Health Agency, Deputy Cloud Broker Service Program Manager

Major Victoria Williams is the Deputy Cloud Broker Service Program Manager under the DHA Engineering Solutions Architecture - 
Business Analytics Division (ESA-BAD) and has supported the Defense Health Agency and Military Health System (MHS) as an 
Active-Duty Air Force Medical Service Corps Officer for 8 years in several roles.
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Speaker Introduction (continued)   
Patrick Leitner
Defense Health Agency, Datacenter Operations Branch Chief

Patrick Leitner is the Data Center Operations (DCOPS) Branch Chief in the Infrastructure Operations Division (IOD) and Naval 
Information Warfare Center (NIWC) Clinical Infrastructure Modernization IPT Lead and an AODR for DevSecOps and Platform as 
a Service (PaaS)/Software as a Service (SaaS) Cloud Offerings.

Mark Ponce
Defense Health Agency, Datacenter Operations Platforms Lead

  Mark Ponce is the DHA Datacenter Operations Platforms Team Lead, managing tens of thousands of virtual machines running 
on thousands of servers around the globe. He has supported DHA and its medical hosting mission for 15+ years.

Cody Schmidt
Defense Health Agency, Security Control Assessor (Cloud)

Cody Schmidt is the Cloud & AI  Security Control Assessor (SCA) under the RMED and the Lead for Team Poseidon. He has 
supported the Defense Health Agency and Military Health System (MHS) for 8 years in several roles.
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Learning Objectives

1 Explain the role of the Cloud Center of Excellence (CCoE).

2 Describe DHA's enterprise cloud strategy and the journey to standardized cloud 
adoption.

3 Explain the enterprise cloud hosting services, delivery options available to customers.

4 Discuss the process for onboarding applications into DHA enterprise cloud 
environments, including cybersecurity and RMF coordination.

5 Discuss the expansion of the DHA’s multi-cloud environment.
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Cloud Center of Excellence (CCoE)Cloud Center of Excellence
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CCoE Governance and Operating Model

The CCoE governs, coordinates, and enables. CBS remains the front door and execution arm. RMED keeps cybersecurity authority. 
DCOPS keeps operational responsibility. Customers still own their systems. 

The CCoE is the synchronization layer across those functions
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Journey to the Cloud
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Journey to the Cloud (cont’d)
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DHA Cloud Hosting Environment
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DHA Cloud and OnPrem 
Hosting environments are 
on the MedCOI

MedCOI is the Enterprise 
Network for Military Health 
Systems

Meet Me Points Provide 
physical interconnection to 
multiple Commercial Cloud

MedCOI Cloud Access Point 
Provides network protection 
and monitoring
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Cloud Hosting & SaaS Offerings
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Exploring Hybrid Cloud Hosting Services

DHA Private Cloud (DPC) Microsoft Azure Amazon Web Services

• VMWare
• Information System Security Officer / 

Manager (ISSO / ISSM) support
• Database-as-a-Service (DBaaS)

• Cloud Native Services
• SharePoint Online
• OneDrive

• Cloud Native Services

Per DHA IMIT guidance, DHA IT managers and MTF CIOs are directed to use 
DHA Enterprise Cloud Services for cloud hosting to achieve significant cost 

savings, faster deployment, and compliant, efficient shared services.
AWS, the AWS logo, and Amazon Web Services are trademarks of Amazon.com, Inc., registered in the U.S. and other countries. 
Microsoft Azure, the Azure logo, and Azure are trademarks of Microsoft Corporation, registered in the U.S. and other countries
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Available Enterprise Services
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DevSecOps Community Cloud (DSOCC) Delivery

*CI/CD: Continuous integration / delivery / deployment
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External IT / Software as a Service (SaaS)
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Impact Level 2 (IL2) – 
Public or non-critical 
mission information

Non-classified Internet 
Protocol Router Network 
(NIPRnet) used to exchange 
Unclassified information 

Impact Level 4/5 (IL4/5) – 
Controlled Unclassified, 
Higher sensitivity, or mission 
critical information
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External IT / Software as a Service (SaaS) (cont’d)
Submit Request via J-6 Portal

Data Categorization & Cyber Strategy
IL2

(Lower Impact Data)

Standard Path to Go Live
(8582/8510 – CMMC Coming)

IL4/IL5
(CUI – Higher Impact Data)

Enhanced Engineering Path to Go Live

Authorization & Testing

Go Live

Clarification: The path is determined by the Data Categorization and Impact Level (IL).  
Higher impact data requires more rigorous engineering and security measures.
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Risk Management Executive Division (RMED)
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�Cyber Strategy: What Approvals Are Needed?

Cyber Strategy: What 
Approvals
Are Needed?

• Mission Owner Data 
Categorization

• FedRAMP Moderate / High 
baseline

• DISA IL2 / IL4 / IL5 / IL6

DHA
• Mission Owner ATO or a 

Provisional Authorization
• J6 ESA-BAD Cloud/Hosting 

Governance

DISA
• DISA Provisional 

Authorization
• FedRAMP+

FedRAMP
• Provisional ATO (P-ATO)
• FedRAMP Authorized 

(Agency ATO)
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Did You Know?
• A FedRAMP 

Authorization does not 
automatically authorize a 
cloud solution for use within 
the Defense Health Agency.

• DoD security requirements, 
mission-specific risk 
assessments, and RMF 
activities are required 
before production 
deployment.
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Data Categorization and Cyber Strategy

Customer Engagement Requirements 
& Costing Pre-Production

RMED Cyber Strategy
• Assists RMF stakeholders navigating the 

DoD RMF requirements for cloud systems, 
• Data Categorization, guided questionnaire, 

memorandum, supporting documents
• Not required for On-Prem
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Execute RMF

Requirements 
& Costing Pre-Production Production

Execute RMF Process
• Achieve Authorization

o Cloud Native Service Technical Service Guide 
o Security Technical Implementation Guide, Security 

Requirements Guide, novel technologies
o Service Level Agreement and service availability
o Interconnections

• Coordinate with DHA Cyber Defense Operations
• Coordinate with ESA-BAD/CBS
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Key Takeaways

1 Follow the single standard process for all cloud & hosting requests

2 Plan early - requirements, funding, and security matter

3 DHA offers multiple approved hosting environments (commercial is not always the best option)

4 Understand the benefits of CCoE including coordinated onboarding, greater technical 
capability, security and operational efficiencies, including AI offerings

5 Follow established Cyber process to achieve authorization
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Contact

Ronald Jones
Cloud Broker Service Program 
Manager

ronald.w.jones3.civ@health.mil

Maj Victoria Williams
Deputy Cloud Broker 
Service Program Manager

victoria.s.williams16.mil
@health.mil

Patrick Leitner
Datacenter Operations 
Branch Chief

patrick.leitner.civ@health.mil

Mark Ponce
Datacenter Operations Branch 
Platforms Lead

mark.r.ponce.civ@health.mil

Cody Schmidt
RMED – Team Poseidon (Cloud)
Team Lead

cody.a.schmidt5.civ@health.mil
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Thank You!
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