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Speaker Introduction

Kenneth E. Ross
Product Manager
Program Executive Office, Medical Systems 
Defense Health Agency 
San Antonio, Texas

Mr. Ross is a product manager with the Defense Health Agency 
(DHA), specializing in various projects to include Workload 
Management System for Nursing - internet (WMSNi) and Limited 
Duty (LIMDU) SMART. He has over 16 years of experience as a 
project manager for various U.S. Army and DHA projects and is a 
retired U.S. Army Medical Service Corps officer with 27 years of 
combined Active, National Guard, and Reserve service. 
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Learning Objectives

1 Explain the current state and objectives of the ECVC Project 

2 Describe updated site actions required prior to migration (based on lessons learned 
during pilot) 

3 Discuss the revised migration timeline and sequencing to the DHA Private Cloud (DPC

4 Outline how project updates, risks, and delays are communicated to sites

5 Summarize enterprise standardization and system stability efforts
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What’s New in Vocera/ECVC 
• Modernization Progress

• Transition to the DPC remains the primary objective
• Continued push toward enterprise standardization and centralized management

• New – System Stabilization Efforts
• Deployment of Vocera V5.11.2 HF2 to address system performance issues
• Gateway upgrades completed to ensure version parity across the environment
• Ongoing monitoring and validation at initial pilot sites while expanding migration

• Enhanced Support & Tools
• Improved ECVC Knowledge Hub resources
• Streamlined ticket submission via Global Service Center (GSC) – ServiceNow Support Request
• Standardized troubleshooting guidance and workflows

• Capabilities
• Secure messaging
• Vocera analytics
• Physician On-Call functionalities 
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ECVC Vocera Knowledge Hub

• Centralized location for:

• Training materials

• Knowledge-based articles

• Troubleshooting guides

• Updated regularly based on 
lessons learned and field 
feedback

https://militaryhealth.sharepoint-mil.us/sites/hit-sd-ECVC_Modernization
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ECVC Vocera Support Intake & Escalation Workflow
User Support Intake

End User/MTF Staff

Vocera Service Request Form

GSC – ServiceNow Ticket Intake

Tier 2 – Site System Administrator 

Ticket Closure 

YES

Close Ticket

NO

Tier 3 – ECVC Vocera Helpdesk

Enterprise Coordination & 
Troubleshooting

Vendor Support (Stryker)/ Data 
Center Operations (DCOPS) 

Close Ticket

System Administrator Intake

Site System Administrator 

Vocera System Administrator Issues 

GSC – ServiceNow Ticket Intake

Routing Overview

•  End User – Tier 2 – Tier 3
•  System Admins – Tier 3 Direct 
•  Tier 3 – Vendor/DCOPS
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Comparison of Vocera Support Intake (1 of 2)

End User Workflow (Tier 2 Intake) 

Site Selection
•  User selects MTF

• Ensures accurate ticket routing to correct location

•  Aligns request with local site system admins

Standardized Fields Capture Required Data 
Upfront
Common request categories include:

•  Accounts (Create/Modify/Delete)

•  Address book updates

• Badge support/issues
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Comparison of Vocera Support Intake (2 of 2)

System Administrator Workflow (Tier 3 Direct Intake)

Enterprise Level Coordination
• Direct intake for System Admins

• Complex/high priority ECVC issues

• Skilled Tier 3 technicians coordinate resolution 

Predefined Issue Types Reduce Ambiguity
•  Rapid ServiceNow ticket creation

•  Direct engagement with Tier 3 support

•  Immediate technical expertise

• Faster escalation to Tier 3 when required
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Capabilities
• Vocera Analytics: compiles system usage data

• Embedded Physician On-Call feature

• V5x Vocera Messaging Platform(VMP) allows for secure messaging across several 
platforms

New Emphasis
• Focus on system reliability, performance validation, and scalability while continuing 

enterprise rollout

• No impact to V5x with Messaging functionality; the only change is that the DPC now 
serves as the hosting location. DCOPS provides Platform as a Service (PaaS) and is 
responsible for supporting virtual servers to include maintenance of the Operating 
System. Sites are no longer responsible for servers!
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Key Features
• Vocera Analytics: system usage 

dashboards

• Embedded Physician On-Call 
    functionality

VMP secure messaging via:

• V5000 badges

• Government iPhones

• Desktop consoles

• B3000n badges: receive-only messaging
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Vocera Analytics
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Site Preparation: Consolidation and Upgrade
Pre-Migration (Legacy State)

• Locally managed Vocera servers

• Limited visibility into system performance

• No enterprise analytics

• Increasing cybersecurity vulnerabilities and 
Security Technical Implementation Guides (STIG) 
risks

Current Challenges 

• Some MTFs remain on local servers pending DPC 
migration

• Ongoing vulnerability findings with limited 
remediation options

• Dependency on vendor and DHA for updates and 
migration path

Post-Migration (Target State) 

• Servers hosted in DHA Private Cloud

• Centralized patching and maintenance

• Active Directory Authentication

• Secure Messaging capabilities via Vocera 
Messaging Console and Vocera Collaboration 
Suite 

• Full secure messaging and analytics capabilities. 
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Deployment Sequence
Ac

tio
ns

1 2 3 4 5 6

DPC Coordination 
and site readiness 

validation

Standardized Messaging 
Workflows and Templates

Infrastructure 
software installation

Monitor system 
performance post-upgrade 

(V5.11.2 HF2)

Messaging System 
Training

Controlled rollout with enhance support 

Incorporate pilot 
lessons learned

System Configuration
Validate system 

functionality before 
expansion

Analytics Training

Perform Pre-
Migration Activities

Confirm Technical 
Details

Release 
Software/Licensing
Schedule Recurring 

Project Calls

Database Migration

Steps
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Pre-Migration Activities
Database Optimization and Standardization Activities
• Inactive User Cleanup

• Provide Inactive User reports to Vocera Collaboration Suite (VCS) 
• Validate Inactive User Accounts with each department 

• Update v5x User IDs
• Convert User ID fields to link to Active Directory
• Update Vocera Voice Users Export with Active Directory entry

• Data Check Clean-Up
• Remediate potential problems that could impact usability of the system

New Emphasis
• Ensure data accuracy and system readiness to prevent post-migration issues
• Lessons learned show data inconsistencies directly impact system performance
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V5x with Messaging Deployment Activities
• Vocera Technical Team will be remote for the duration of the 

deployment; technical activities are mainly invisible to the end users
• Technical Team will:

• Install software on DPC provisioned servers
• Configure software on DPC provisioned servers
• Connect and duplicate data from site-hosted systems
• Load data onto DPC servers and complete configurations

• Technical testing and validation
• Increased focus on validation prior to cutover
• Controlled approach to avoid system instability observed during pilot
• Database freeze: no data will be entered during this time
• System cutover
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Training and Go-Live Support

• Training: Vocera Clinical Informaticist (CI) will provide one (1) day of onsite 
training

• User can access additional training via ECVC SharePoint Knowledge Hub in 
addition to JKO (courses listed on ECVC Knowledge Hub)

• Go-Live Support: Vocera CI will provide one (1) to two (2) days of onsite support 
• Provides clinical staff an opportunity to ask questions and receive onsite 

assistance
• Reinforced super user and train-the-trainer models
• Increased reliance on local champions for educational support and 

troubleshooting
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Deployment Overview – End User Impacts
• Vocera Telephony outages: may occur if telephony feed cannot be 

established/pointed to the DPC-hosted Vocera Session Initiation 
Protocol (SIP) Telephony Gateway servers

• Estimate two (2) to three (3) weeks of intermittent disruptions
• Database Freeze: cannot add new users; estimated duration of two 

(2) to three (3) days
• System Cutover/Go Live: post Go Live/DPC migration, existing 

badges will be redirected to new servers within one (1) to two (2) 
hours

• Voice Messages: all users must record their names upon initial 
login; previous information will no longer be available
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Training
Vocera Messaging Application (VMP) Vocera Analytics

• Onsite training one (1) day at each location
• Instructor led; class size cannot exceed 12 

participants
• Up to five (5) classes can be taught in a single 

day
• Classes scheduled for only two (2) hours at a time

• Webinar training; one (1) course of 
instruction provided

• Class size cannot exceed 12 participants
• Each MTF within a given cohort will assign 

representatives to participate in the 
training

• Vendor will coordinate with designated site 
representative to determine training model 

• Vendor will develop and remotely deliver 
training

Training models 
• Train-the-trainer 
• Super User
• End User

• Class with utilize “real-world” data 
gathered from the first site deployed in 
the DPC
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Migration Plan (Updated)

• Migration temporarily sequenced and 
controlled

• Next sites:
• Carl R. Darnall Army Medical Center, Fort 

Hood, Texas
• Reynolds Army Health Clinic, Fort Sill, 

Oklahoma
• Evans Army Community Hospital, Fort 

Carson, Colorado
• Air Force Academy–10th Medical Group, 

Colorado Springs, Colorado

• Expansion to additional MTFs pending 
validation success

Key Risks
• System stability
• Cyber vulnerabilities at non-migrated 

sites
• Dependency on vendor timelines

Next Steps
• Complete validation at migrated sites
• Finalize updated migration schedule
• Continue coordination with site Chief 

Information Officers (CIOs) and 
stakeholders
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Proposed Project Schedule
LEGEND

Key Activity

Major Milestone

FY 2026

ATO-C
submission Phase 1 Prepare ATO-C 

extension

FY 2027

ATO-C
Extended 12/1/2026

- Project Kick-
Off
- ATOC 5.x 
Effort
• AFB - Air 

Force Base
• BHC - Branch 

Health Clinic
• CH - 

Community 
Hospital

• HC - Health 
Clinic

• MC - Medical 
Center

• NHC - Naval 
Health Clinic

• NMC- Naval 
Medical 
Center

Phase 1
• Joint Base Lewis-

McChord – WA Madigan 
MC Pilot

NHC Oak Harbor
Presidio of Monterey Army HC 
Lackland AFB, TX  DPC
Wilford Hall Ambulatory Surgical 
Center (WHASC)
• San Diego (+BHCs)  DPC
Weed Army CH
• Bethesda, MD  DPC
Walter Reed National Military 
MC
Alexander T. Augusta Military MC
•        Kimbrough DPC 
Kimbrough Ambulatory Care + 
Clinics, Ft. Meade

Phase 2
• Landstuhl MC, GE
Landstuhl Regional Med 
Center + GSU’s
 BMEDDAC
• Ft. Hood, TX DPC
Darnall Army MC, TX
• Fort Sill, OK
Reynolds Army HC, OK
• Ft. Carson, CO  DPC
Evans Army CH
10 MDG, U.S. Air Force 
Academy 
Irwin Army CH
Munson Army
Gen. Leonard Wood Army 
CH 

Phase 3
• Ft. Wainwright, AK 

DPC
Basset Army CH
673rd Med Gp
Joint Base Elmendorf-
Richardson

• Ft. Eisenhower, 
GA

Eisenhower MC
Fox Army HC, AL
SOUTHCOM Army HC
Rodriguez Army HC
Jacksonville NH
• Ft. Detrick, MD 

DPC
Keller Army CH
Ireland Army HC
Blanchfield Army HC

Phase 4
• NMC Portsmouth, 

VA DPC
NMC Portsmouth HC
MacDonald Army 
HC, Ft. Eustis + clinic
• Ft. Bragg, NC  DPC 

MC
Camp Lejeune (NMC)
Bayne-Jones Army (CH)
Martin Army CH
Winn Army CH
Moncrief Army (HC)
• Tripler Army 

Medical Center, HI 
DPC

Tripler Army Medical 
Center
Schofield Barracks, 
Desmond Doss HC

Phase 5
• Ft. Bliss DPC
William Beaumont Army MC
Raymond. W. Bliss Army HC
McAfee Army HC
• Yongsan Army 

Garrison, Korea DPC
Brian D. Allgood CH
• Yokosuka Navy Base, 

Japan DPC
Army HC BG-Crawford-Sams, 
Camp Zama
• JBSA, Fort Sam Houston 

Brooke Army Medical 
Center (TBD)

Begin 
Deployment 

of future 
sites
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Questions?



Contact 

Kenneth E. Ross
Product Manager

kenneth.e.ross14.civ@health.mil
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Thank You!
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