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ABSTRACT

Game #2: Learn Access Control

Evaluation

Cyber security education is critical to preparing Computer Science students for the
increasing security challenges they will face in the future. Games have been successfully
used in many areas of education, including Computer Science, to engage students in
learning. Although some games are available to increase cyber security awareness
among high school students, it is hard to find serious games that focus on advanced
security topics for college students. The cyber security educational community needs
this type of tool to keep students motivated and engaged in learning difficult security
concepts. We developed three educational games to teach cybersecurity concepts
including Buffer Overflow, Access Control, LAN and ARP Spoofing. The games were
developed using the Unity game engine and deployed to the WebGL format so students
can play them online. None of these games require prior experience in gaming. To
measure the effectiveness, we developed presurvey, post-survey, and focus group
protocols. Additionally, each game module has in-game assessments which require
students to complete after each level of the game. Player information and assessment
data are saved on the cloud through GameSparks for further analysis. These games
have been utilized many times in the classroom with positive student feedback and
promising evaluation results.

Temple of Treasures is centered around a group of adventurers in search of gold. The player is
stuck in a temple and has to explore the temple for escape routes. The game has three levels.
Each level teaches a different access control concepts. The player has to explore the temple
and gain knowledge on targeted concepts to unlock the gate to the next level. The UI
Accessibility Plugin (UAP) is used to make the game accessible to visually impaired players. Fig.
7 shows the menu for the accessibility UI and Fig. 8 shows the registration panel. Fig. 9 shows
the rooms in level 1. The room structure in the other two levels is similar to level 1.

To scientifically measure the effectiveness of the games, we developed pre-test,
post-test, survey, and focus group protocols. In addition, in-game assessment is
given to the student at the end of each level of the game and an immediate
feedback is provided to the student.

Game #1: Learn Buffer Overflow
We developed a web-based interactive visualization tool that aims to help students gain
a deeper understanding of buffer overflow concepts. There are six learning components
that build upon one another as well as an assessment after each component for
immediate learning feedback as shown in Fig. 1 There is also a space shooter minigame between each learning component as shown in Fig. 2. The objective of each inbetween game is slightly different. It is related to what has been learned in the previous
component.
•

Learning Component #1 - Call Stack Illustration

Figure 7. Accessibility UI Settings

Figure 8. Registration Panel

Figure 9. Level One Room

Level one is designed to teach the concepts of Linux File Mode such as read, write, and
execute.
An in-game terminal is implemented for teaching player how to modify the
permission of a file. Fig. 10 shows the training panel.
▪ Level Two - Access Control List
The ACL level is designed to teach player how to use getfacl and setfacl commands to
check and set the ACL of a file. This level has a minigame shown in Fig. 11 which emphasizes
on using these commands. The player can remove the requester from the ACL or grant the
requester access based on the ACL of the file.
▪ Level Three – Mandatory Access Control
The MAC level is designed to introduce some commands in SELinux such as ls -Z, semanage,
getenforce/setenforce, sestatus, and restorecon.This level has a minigame as well shown
in Fig. 12. Player needs to shot the skull that has the correct answer to the global question.

Learning Component #2 - Simple Buffer Overflow

Figure 10. Level One Training Panel

The fourth learning component demonstrates buffer overflow causing a segmentation
fault when overwriting a return address shown in Fig.4.
•

Learning Component #5 – Redirecting

The fifth component presents the player the challenge of overwriting the return address
of a function shown in Fig.5 and Fig. 6.
•

Learning Component #6 - Countermeasures

The final component of this visualization tool is a list of countermeasures to help protect
and prevent from buffer overflow attacks or from developing inadvertent programs
vulnerable to buffer overflow attacks.

Figure11. MiniGame Panel

Figure 2. Quiz for Learning Component #2

Figure 3. Simple Buffer Overflow Task 2: Buffer Overflow

Figure 12. Minigame Panel

Game #3: Learn ARP Spoofing Attack
This game is an escape the room style game, where the students help the main character solve
multiple challenges until the character escapes completely from the multiple room building. It
is presented in the form of a 3-level building. Each level has multiple rooms where each room
holds the content to learn on a different concept. The player must go through each concept and
answer the quiz questions before the player can move to the next room. At the end of each
level, the player will get additional challenges to complete to move to the next level. Fig. 13
shows the main screen of the game.
• Level One - Learn how LAN
The goals of level 1 is to teach
Frame, and Address Resolution
shows Ethernet Frame challenge

Figure 1. Space Shooter Game

and ARP work
students the concepts of LAN, switches, IP address, Ethernet
Protocol (ARP). There are four rooms in this level. Fig.14
in Room 3 of Level 1.

• Level Two – ARP Spoofing Attack
This level teaches students how ARP spoofing works. Fig. 15 shows the screenshot of animation
when ARP spoofing is successful. As part of the evaluation in this level, the player is provided
with a challenge to perform the ARP spoofing attack by entering the correct IP address and
MAC address values for two ARP reply packets needed to become successful Man-In-The-Middle
as shown in Fig.16.
• Level Three – Countermeasures
This level teaches students how to protect against the ARP spoofing attacks.

Figure 4. Overwriting function f1 Return Address

Figure 5. Overwrite f1 Return Address with f2 Address: -Read from Keyboard

Objectives

Pre-survey
Result

Post-survey
Result

16%

65%

Use ‘chmod’ command to change file permissions.

8%

68%

Use Linux commands: ‘ls’,‘cat’
Explain the basic concept of MAC.

23%
4%

70%
43%

2%

40%

4%

43%

2%

60%

4%

53%

Know basic SELinux commands: ls -Z, sestatus, chcon,
restorecon, and semanage.
Apply basic SELinux commands to set context type of
files or folders
Explain the access control list of a file with getfacl
command
Modify the access control list of a file with setfacl
command.

Learning Component #3 - Overwriting a Variable

Learning Component #4 - Overwriting a Return Address

Since spring 2020, this game has been used in several classes. The full game has
been used in the Operating Systems class at NC A&T and the Introduction to
Information Security class at WSSU. Fifty-three students participated in the presurvey while forty-one students filled out the post-survey after the completion of
the game. According to the learning objectives analysis, 75% of students strongly
agree or agree that the learning objectives of the access control game are met.
Before using this game, students were asked to self-rank their knowledge related to
the learning objectives of the game. They were asked to self-rank again on the
post-survey. Table 1. shows the students’ self-ranking of the learning objectives in
the pre- and post- survey. Clearly, the game helped students learn access control
Table 2. Pre-quiz/Post-quiz Questions and Results
concepts.
Table 1. Pre- vs. Post- Survey on Student Learning
Pre-Quiz
Post-Quiz
Statement

The third learning component demonstrates how buffer overflow can change the value
of a variable in memory.
•

Figure 17. Learning Objectives Analysis at WSSU and NCAT

Game #2: Learn Access Control

Explain read/write/execute permissions of files.

The second component is to visualize a simple buffer overflow case as shown in Fig. 3.
•

Twenty students in the Organization of Programming Languages class at WSSU and
twenty-one students in the Network Security class at NC A&T participated in this
study. 90.5% of students at WSSU and 83.3% of students at NC A&T strongly agree
or agree that the learning objectives are met as shown in the following figure:

▪ Level One - Linux File Mode

The first component is to introduce the basic concept of a stack structure and illustrate
call stack with examples.
•

Game #1: Learn Buffer Overflow

Figure 6. Overwrite f1 Return Address with f2 Address: -Read from File

Game #3: Learn ARP Spoofing Attack

Pre-Quiz/Post-Quiz Questions

In which of the access control methods, the access is
decided by the owner of the file?
a) Mandatory Access Control (MAC)
b) Discretionary Access Control (DAC)
which of the following commands changes the
Access Control List of a file in Linux?
a) chcon b) setfacl c) chmod d) sestatus
In which of the following access control methods,
the access is decided by the system wide rules or
policy?
a) Mandatory Access Control (MAC)
b) Discretionary Access Control (DAC)
Which of the following commands is specific to
SELinux module?
a) chcon b) setfacl c) chmod d) getfacl
Which of the following is the best command that
make your file readable to all users in Linux?
a) chcon b) setfacl c) chmod d) getfacl

Figure 15. Level 2: ARP Spoofing Animation

Figure 16. Level 2: Challenge

Percentage

81%

76%

40%

61%

79%

81%

28%

59%

34%

66%

We have conducted pre-survey and post-survey in an undergraduate network
security class at NC A&T State University. 21 responses were recorded for the presurvey and 16 responses were recorded for the post-survey. The following table
shows the post survey result. Interest in ARP grew 26% from the pre-survey. 88%
of students felt the ARP game was an engaging way to learn the topic, and felt
more confident in describing the concepts learned. In addition, all students enjoyed
using the game to learn the material and expressed interest in seeing more
cybersecurity topics taught using games. Overall, students feel that their skills in
each area have improved after playing the game.
Table 1. Post-Survey

Question
I am interested in learning about the topic of Address Resolution Protocol (ARP).
The ARP Game engaged me in learning this topic.
I enjoyed the learning experience of this topic using the ARP Game.
I think the learning experience with the ARP Game is effective.
I am satisfied with the level of effort the ARP Game requires for learning this topic.
After using the ARP Game, I have more confidence in describing the concepts learned.
I wish more cybersecurity topics will be taught using games.

Strongly Agree/Agree
88%
88%
100%
100%
94%
88%
100%

Conclusion and Future Work
We have developed three educational games to teach cybersecurity concepts
including Buffer Overflow, Access Control, LAN and ARP Spoofing. The games were
developed using Unity Game Engine and deployed to the WebGL format so students
can play them online at https://gamelab.wssu.edu/. These games have been utilized
many times in the classrooms. Students not only enjoyed games, but also improved
learning. We will keep improving these games based on feedback collected. In
addition, more assessments will be carried out in the future.
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