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Privacy StatementThe purpose of this Privacy Statement is to inform you about: 

1. Identity of the ExxonMobil affiliate collecting the Personal Data as Data Controller
2. Individuals to whom this Privacy Statement is addressed
3. ExxonMobil’s compliance with data protection laws
4. Categories of Personal Data and purposes for data collection
5. Disclosure of Personal Data to third parties
6. International transfers of Personal Data
7. Accuracy of Personal Data
8. Security and Confidentiality
9. Rights to access, rectification and erasure of Personal Data, to data portability, to the restriction of and objection to the Processing of Personal Data
10. Processing of sensitive Personal Data
11. Automated Decision-Making
12. Records Retention
13. Questions and Complaints
14. Defined Terms
15. Changes to this Privacy Statement
16. Consent



This General Privacy Statement is effective from October 31, 2018.

The Protection of your Personal Data is important to us.

ExxonMobil appreciates your interest in the CVent web-based application and CrowdCompass mobile tool used by Procurement Event Services for Event Management purposes. Your privacy is important and we want you to understand our practices with respect to our handling of Personal Data. 
This Privacy Statement may be further complemented by other data privacy notices provided by ExxonMobil for specific uses of certain Personal Data in specific features of the App. As an example, when certain features of the App request additional information from you, we may provide an additional notice to inform you about the way in which we process such additional information. 

This Privacy Statement, describes the Processing of Personal Data pertaining to visitors to the App, by ExxonMobil affiliates (collectively, “ExxonMobil”) established in the member states of the European Economic Area (EEA) or in Switzerland. 

In this Privacy Statement, we use certain defined terms. In order to understand the meaning of the defined terms, we refer you to Section 14, Defined Terms.
[bookmark: PurposeofthisPrivacyStatement]


[bookmark: _1._Identity_of][bookmark: _Toc510417949][bookmark: _Toc528766435][bookmark: _Toc528766509]1. Identity of the ExxonMobil affiliate collecting the Personal Data as Data Controller 
The Data Controller(s) in respect of Personal Data collected via the App is the ExxonMobil affiliate in EEA with whom you have, or seek to have (for prospective business associates) a contractual relationship. For more information contact the ExxonMobil Data Privacy Office via data.privacy.office@exxonmobil.com.
[bookmark: _Toc173663191][bookmark: _Toc173666659][bookmark: _Toc173744266][bookmark: _Toc173848087]The ExxonMobil affiliate(s) acting as the Data Controller of the Personal Data, may transfer all or some of the Personal Data received through the App, to ExxonMobil affiliates worldwide which are located outside the EEA and Switzerland, in third countries that may not be regarded as providing an adequate level of protection to the Personal Data. The transfers take place in accordance with Section 6 below. 
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[bookmark: _2._Individuals_to][bookmark: _Toc510417950][bookmark: Section2][bookmark: _Toc528766436][bookmark: _Toc528766510]2. Individuals to whom this Privacy Statement is addressed
This Privacy Statement is addressed to the visitors of the App whose Personal Data is collected by the Data Controller(s). 
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[bookmark: _3._ExxonMobil’s_compliance][bookmark: _Toc510417951][bookmark: Section3][bookmark: _Toc528766437][bookmark: _Toc528766511]3. ExxonMobil’s compliance with data protection laws  
ExxonMobil is committed to collecting and using Personal Data in a lawful manner. 
ExxonMobil will ensure that, when it Processes Personal data, the Processing is allowed under applicable data protection law. In EEA and Switzerland, this means amongst others that ExxonMobil shall assess whether and which justification (legal basis) it has for the Processing of Personal Data, as stipulated in the EU General Data Protection Regulation and applicable law. Depending on the situation, ExxonMobil can justify the Processing of Personal Data on various legal bases, which include:
· ExxonMobil’s legitimate business interest to Processing the Personal Data, unless such interests are overridden by the interests or fundamental rights and freedoms of the Individual, and/or 
· The Processing is necessary for the performance of a contract to which the Individual is a party, and/or
· The Processing is necessary for compliance with a legal obligation to which ExxonMobil is subject, and/or
· The Processing is necessary in order to protect the vital interests of the Individual, and/or
· The Individual has given consent to the Processing of his or her Personal Data for one or more specific purposes. When ExxonMobil obtains consent from the Individual to the processing of Personal Data, the consent can be withdrawn at any time for the future. 
For more information on the particular data processing activities, the purposes sought and a description of the specific categories of Personal data concerned, please make sure to review the table in Section 4. 
ExxonMobil offers the opportunity for the Individuals to object to the Processing of his/her Personal data and will consider such objections carefully where required by law. For more information about your rights in respect of how ExxonMobil processes your Personal Data, please refer to Section 9 and/or contact the ExxonMobil Data Privacy Office via data.privacy.office@exxonmobil.com.
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[bookmark: _4._Categories_of][bookmark: Section1][bookmark: Section4][bookmark: _Toc510417952][bookmark: _Toc528766438][bookmark: _Toc528766512]4. Categories of Personal Data and purposes for data collection
4.1 Personal Data collected from visitors to the App
When someone visits the App, our web servers automatically gather information that allows the App to communicate with the visitor's computer or mobile device during the visit. We also track other information about your visit which we use for statistical purposes that help us design and administer the App. Furthermore, if during your visit you personalize the App, you will, as a result, provide us with Personal Data.
In this table we describe the categories of information that we gather from visitors to the App, the purpose for which we use the information and the legal basis which justifies each processing operation. 
	Purpose of Processing of Personal Data
	Legal basis of Processing 
	Categories of Personal Data  

	Event Management
  
	By providing the Personal Data in the CVent web-based application and CrowdCompass mobile tool, you agree that ExxonMobil uses this information for the purpose of managing events, including conferences, meetings, etc., to reserve hotel rooms, arrange activities and transportation and to plan for meals during the program.


	Including, but not limited to, alternative contact details, business contact details, business travel itineraries, event schedules,  cost center, spouse/guest information, foods allergies, food preferences, country, credit and other payment card information, date of birth, emergency contact details, flight information, name, non-business contact information, size of clothing or equipment, title, food preferences, identity document information, and emergency contact details.
* Photographs and video taken in conjunction with the event will be used for internal purposes only.
* If you provide data about others (e.g. spouse, etc.,), please ensure they have consented.

	To identify you as an authorized user for the purposes of account and App access management. 

	ExxonMobil’s legitimate interest to validate your identity and access permissions to ensure only approved users have access to the App.
	Access permissions, authentication information, business contact details, login/system ID, name, preferred language, title, and IP address.



When ExxonMobil relies on its legitimate interest as a legal basis to Process the Personal Data, ExxonMobil will ensure that its legitimate business interests to pursue the purposes stated in the table above (generally its interest to promote the ExxonMobil products and services), do not disproportionately and adversely impact the visitor’s rights and freedoms. 
When ExxonMobil relies on the Individual’s consent as a legal basis to Process the Personal Data, visitors can withdraw their consent at any time, for the future. Visitors who wish to withdraw their consent, should notify us at data.privacy.office@exxonmobil.com and we will take steps to stop the Processing of your Personal Data as soon as reasonably possible.
We use cookies and other files which we store on your computer or mobile device when you visit the App, in order to collect one or more of the categories of information listed in the table above. The cookies and files stored on your computer or mobile device facilitates customizing your use of the App and helps to avoid the need for you to re-enter your details every time you visit it. You can erase or block this information from your computer.  For more information about the cookies and files we place on your computer or mobile device, and how to erase or block them, see the Cookie Statement on the relevant website. 
Note that some of the services may not be available if you fail to provide the Personal Data necessary to deliver them.
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4.2 Personal data collected from visitors to third party sites. 
We use third-party advertising technology to provide ads when you visit sites upon which we advertise. When you access an ad, a "cookie" file will be stored on your computer. This information is used to help manage our on-line advertising. To learn more about the third-party ad-serving technology, cookies, and how to "opt-out" please click here (note: you will be taken to a third-party website).
Furthermore, this App has links to sites that ExxonMobil does not own, control or maintain. We cannot be responsible for their privacy policies and practices and we make no representations or warranties about the privacy practices of those sites. Similarly, we cannot be responsible for the policies and practices of any site from which you linked to our App. We recommend that you review the privacy policy of other sites carefully and contact the operator if you have concerns or questions.
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[bookmark: _5._Disclosure_of][bookmark: _Toc173638304][bookmark: _Toc173661435][bookmark: _Toc173663194][bookmark: _Toc173666662][bookmark: _Toc173744269][bookmark: _Toc173848090][bookmark: _Toc510417953][bookmark: Section5][bookmark: _Toc528766439][bookmark: _Toc528766513]5. Disclosure of Personal Data to third parties
We employ other companies and persons to perform functions on our behalf. They have access to Personal Data needed to perform their functions, but may not use it for other purposes. Communicating via the Internet and sending information, products, and services to you by other means necessarily involves your Personal Data passing through or being handled by third-parties.
For the purpose of the administration of the App and the Personal Data collected through the App, ExxonMobil shares your Personal Data with the following categories of service providers: CVent’s Quality Assurance, Marketing and Sales staff.
Before any Personal Data is shared with service providers, we enter into a written agreement which requires them: (1) not to make any unauthorized further disclosures of the Personal Data; (2) to use the Personal Data only for the specified purposes and only according to the instructions received from ExxonMobil; (3) to retain the Personal Data only as long as necessary to carry out these purposes or to protect company interests (e.g. until the end of statute of limitations periods); and (4) to have in place adequate and appropriate security measures. 
In some circumstances, ExxonMobil will have to disclose Personal Data to other third parties, including competent authorities, legal advisors, and other business partners who process the Personal Data on their own behalf, for instance if such transfer is required by law or legal process, in order to defend ExxonMobil’s rights or to adequately handle individuals’ complaints and requests.  
If Personal Data is shared with a third party or an ExxonMobil affiliate outside the EEA, the conditions regarding data transfers, see Section 6 below, apply in addition to the requirements of this section.
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[bookmark: _6._International_transfers][bookmark: _Toc510417954][bookmark: Section6][bookmark: _Toc173638306][bookmark: _Toc173661437][bookmark: _Toc173663196][bookmark: _Toc173666664][bookmark: _Toc173744271][bookmark: _Toc173848091][bookmark: _Toc528766440][bookmark: _Toc528766514]6. International transfers of Personal Data
6.1 Transfers between affiliates
The relevant ExxonMobil affiliate who is the Data Controller may transfer some or all of the Personal Data to servers of ExxonMobil located worldwide and will make that Personal Data accessible to other ExxonMobil affiliates, some of which are located in third countries that may not be regarded as providing an adequate level of protection of the Personal Data, in accordance with applicable law. 
The transfer of Personal Data from the EEA to recipients located outside the EEA is subject to restrictions. ExxonMobil has taken steps so that Personal Data receives an adequate level of data protection at all ExxonMobil locations. These steps include ExxonMobil affiliates entering into Inter Affiliate Agreements containing the EU “Standard Contractual Clauses”. 
The EU Standard Contractual Clauses have been approved by the European Commission and relevant European authorities as offering adequate protection for transfers of Personal Data outside the EEA. 
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6.2 Transfers to third parties
When transferring Personal Data to third parties, ExxonMobil puts in place safeguards to ensure that the third party adequately protects the Personal Data. With respect to the transfer of Personal Data from the EEA received through the Site to outside the EEA, ExxonMobil relies on the Privacy Shield Certification of CVent, Inc.
For more information about specific transfer mechanisms used for transfers between affiliates and transfers to third parties, including information on and a copy of any of the existing safeguards implemented by ExxonMobil in order to ensure that Personal Data is Processed within an adequate framework across all ExxonMobil locations, please contact data.privacy.office@exxonmobil.com.
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[bookmark: _7._Accuracy_of][bookmark: _Toc510417955][bookmark: Section7][bookmark: _Toc528766441][bookmark: _Toc528766515]7. Accuracy of Personal Data
ExxonMobil endeavors to keep Personal Data that it collects as accurate, complete and current taking into account the purposes for which it was collected and is being used. ExxonMobil relies on Data Subjects to maintain the accuracy and completeness of the Personal Data and so the Data Subjects should inform ExxonMobil if their personal details change. 
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[bookmark: _8._Security_and][bookmark: _Toc173638308][bookmark: _Toc173661439][bookmark: _Toc173663198][bookmark: _Toc173666666][bookmark: _Toc173744273][bookmark: _Toc173848093][bookmark: _Toc510417956][bookmark: Section8][bookmark: _Toc528766442][bookmark: _Toc528766516]8. Security and Confidentiality
ExxonMobil maintains appropriate administrative, technical and physical safeguards designed to protect Personal Data against accidental or unlawful destruction, accidental loss, alteration, unauthorized disclosure or access, use, and all other unlawful forms of Processing of Personal Data in our possession. 
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[bookmark: _9._Rights_to][bookmark: _Toc173638309][bookmark: _Toc173661440][bookmark: _Toc173663199][bookmark: _Toc173666667][bookmark: _Toc173744274][bookmark: _Toc173848094][bookmark: _Toc510417957][bookmark: Section9][bookmark: _Toc528766443][bookmark: _Toc528766517]9. Rights to access, rectification and erasure of Personal Data, to data portability, to the restriction of and objection to the Processing of Personal Data
[bookmark: _Toc173638310][bookmark: _Toc173661441][bookmark: _Toc173663200][bookmark: _Toc173666668][bookmark: _Toc173744275][bookmark: _Toc173848095]Applicable law may give Data Subjects the right to know how ExxonMobil Processes their Personal Data, and to access their Personal Data held by ExxonMobil. Such rights exist under data privacy laws in EEA. Furthermore in EEA, Data Subjects also have the right to: have inaccurate or incomplete Personal Data rectified; to restrict the Processing of their Personal Data, under certain circumstances; to object to the Processing operations, having regard to the given circumstances and for reasons related to their particular situation; or to have Personal Data erased when such data is no longer necessary for the purposes for which it has been collected, in accordance with applicable law. 
In some circumstances, the Data Subjects also have a right to request the portability of their Personal Data, which will allow them to obtain and reuse their Personal Data for their own purposes across different services without hindrance to usability.
For more information about the specific mechanism available in order to exercise the aforementioned rights, please contact the data.privacy.office@exxonmobil.com. 
To facilitate our efforts to meet your request, it would be helpful if you could let us know the context in which you initially provided ExxonMobil with your Personal Data, e.g. in connection with promotion of a specific product or service.
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Certain categories of Personal Data are considered sensitive under data privacy laws and, as such, are subject to a higher level of protection and security. Data privacy law considers as sensitive the following categories of Personal Data: (1) race or ethnic origin; (2) political opinions; (3) religious and philosophical beliefs; (4) trade union membership; (5) sex life or sexual orientation; (6) physical or mental health or conditions; and (7) genetic data and biometric data for the purpose of uniquely defining a natural person.
We kindly ask you to refrain from providing ExxonMobil with any sensitive information of the abovementioned nature, under any circumstance. However, if you do provide such information, ExxonMobil accepts your explicit consent to use that data in accordance with this Privacy Statement or in the ways described at the point where such information is disclosed.
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[bookmark: _11._Automated_Decision-Making][bookmark: _Toc173638312][bookmark: _Toc173661443][bookmark: _Toc173663202][bookmark: _Toc173666670][bookmark: _Toc173744277][bookmark: _Toc173848097][bookmark: _Toc510417959][bookmark: Section11][bookmark: _Toc528766445][bookmark: _Toc528766519]11. Automated Decision-Making
ExxonMobil does not use automated decision-making unless this is (i.) necessary for entering into, or performance of, a contract between the Individual and ExxonMobil and its affiliates, (ii.) permitted or required by law, or (iii.) based on the Individual’s explicit consent. 
Automated decision-making means a decision that produces legal effects concerning an Individual or significantly affects the Individual and which is based solely on automated Processing (i.e. no human intervention in the process of decision-making) of Personal Data intended to evaluate certain personal aspects relating to the Individual. Moreover, ExxonMobil shall implement suitable measures to safeguard the Individual’s rights and freedoms and legitimate interests.
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[bookmark: _12._Records_Retention][bookmark: _Toc510417960][bookmark: Section12][bookmark: _Toc173638314][bookmark: _Toc173661445][bookmark: _Toc173663204][bookmark: _Toc173666672][bookmark: _Toc173744279][bookmark: _Toc173848099][bookmark: _Toc528766446][bookmark: _Toc528766520]12. Records Retention
ExxonMobil retains Personal Data to meet the purposes for which the data was collected or in order to ensure compliance with applicable law or to protect legitimate company interests (e.g. statute of limitations periods).  
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ExxonMobil is committed to protecting your Personal Data as described in this Privacy Statement and as required by applicable national laws. If you have any questions about this notice or about ExxonMobil’s handling of your Personal Data, or if you would like to request additional information on the Personal Data ExxonMobil holds about you or learn about and exercise your rights with respect to your Personal Data, you can contact:
· Data Privacy Office 
c/o ExxonMobil Business Support Center Hungary Ltd.
Váci út 81-85
Budapest
H-1139
Hungary
· Data.privacy.office@exxonmobil.com

You also have a right to lodge a complaint to the data protection supervisory authority in your country.
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The term “Data Controller” means the natural or legal person (in the case of ExxonMobil, the relevant ExxonMobil affiliate) which determines the purposes and means of the Processing of Personal Data. 
“ExxonMobil” and/or “ExxonMobil affiliates” mean (a) Exxon Mobil Corporation or any parent of Exxon Mobil Corporation, (b) any company or partnership in which Exxon Mobil Corporation or any parent of Exxon Mobil Corporation now or hereafter, directly or indirectly (1) owns or (2) controls, more than fifty per cent (50%) of the ownership interest having the right to vote or appoint its directors or functional equivalents (“Affiliated Company”) and (c) any joint venture in which Exxon Mobil Corporations, any parent of Exxon Mobil Corporation or an Affiliated Company has day to day operational control.
By “Processed” or “Processing” we mean any operation or set of operations which is performed on Personal Data or on sets of Personal Data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
The term “Personal Data” means any information relating to an identified or identifiable natural person (“Data Subject” or “Individual”); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. 
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We reserve the right to change this Privacy Statement at any time without notice. When we make material changes to this Privacy Statement, we will post the changes on this page and update the revision date at the top of the Privacy Statement. We encourage you to review our Privacy Statement regularly for updates.
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By registering in the App, you agree to the processing of your personal data as stated in this privacy notice.
By submitting photographs onto the App, you consent that such (sensitive) personal information, is processed and transferred as stated in Section 4 of this privacy notice.
You have a responsibility to treat the personal information related to other individuals that you have access to through the Site, in accordance with applicable law, which may mean that you are allowed to use such personal information solely in the context of, and for the purpose of discussions on the Site, unless with consent of the relevant individual.
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