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THE NEW REALITY

Weaponization at 
scale

Surge in 
vulnerability 
disclosures

Legacy 
exposure

Manual and 
slow security 

operations

Skills gap

8 hours 
The average time to exploit 

vulnerabilities in 2026 Collapsing 
time to 
exploit

10-15x 
Spike in vulnerabilities disclosure 

in some cases

3 → 1
CVEs weaknesses chained into 

complete attack paths

Frontier AI models are creating an entirely new level of risk

40%
of the 100 top-targeted vulnerabilities 
hit end-of-life systems

43 days
median time to patch critical 
known-exploited vulnerabilities 
(KEVs) 

40%+
Attributed skills gap to slower incident 
response and inability to adopt new 
technologies

Yesterday’s infrastructure and operating model are not ready for AI-era cyber threats Sources in notes



© 2026 Cisco and/or its affiliates. All rights reserved.

C
u

rr
e

n
t 

ch
al

le
n

ge
s

W
h

at
’s

 n
e

e
d

e
d

Prioritization

paradox 

Widening 

skills gap

Operational velocity and 

capacity gap

Structural 

debt

Always-on 

landscape clarity

Infrastructure and operating model needs to evolve

Proactive structural 

resilience

Operations and threat 

response

Specialized 

expertise
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ZERO TRUST 
PRINCIPLES

ZTP

Defense 
Resiliency

Infrastructure 
Modernization

Exposure 
Assessment

Introducing Cisco Resilient 
Infrastructure Services
Accelerate infrastructure resilience against AI-powered threats

Always-on landscape clarity 
to advance the operating model for resilient infrastructure

Proactive structural resilience
through infrastructure modernization

Operations and threat response
for elevated security posture

Services powered by Cisco IQ Cisco Support – 
Standard & Signature

Cisco Professional Services Cisco Partner Ecosystem
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Spreadsheets

Compliance Checks

Advisories

Optimization Guides

Troubleshooting Guides

Regulatory Checks

Best Practices Guides

Device Hardening Guides

Documents

Security Advisories
Field Notices

Predictive Asset Insights

Personalized Learning

Adaptive Infrastructure Assessments

Al-powered Support

Benefits

Digitized Delivery

Complete landscape clarity

Proactive resilience   

Rapid resolution

Contextualized Professional Services

Cisco IQ
Where human expertise meets agentic intelligence
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Accelerate infrastructure resilience

Cisco IQ:
Where human expertise meets 

agentic intelligence

Unrivaled global expertise
for the AI era, built on 
four decades of trust 

Flexibility to meet you where you are 
with broad services capabilities and 

Cisco partners
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SVS and Customer Outcomes

Ways to get started 

Cisco Support – 
Standard & Signature

Existing customers get immediate access with 
Cisco IQ and higher value capabilities with 
Cisco IQ Link-enabled telemetry.

Cisco Standard QuickStart
Limited-time access to Resilient Infrastructure Services 

capabilities for devices on Basic tier 
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