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This document may contain forward-looking statements regarding future events, plans or the
expected financial performance of our company, including our expectations regarding our products,
technology, strategy, customers, markets, acquisitions and investments. These statements reflect
management's current expectations, estimates and assumptions based on the information currently
available to us. These forward-looking statements are not guarantees of future performance and
involve significant risks, uncertainties and other factors that may cause our actual results,
performance or achievements to be materially different from results, performance or achievements
expressed or implied by the forward-looking statements contained in this document.

For additional information about factors that could cause actual results to differ materially from
those described in the forward-looking statements made in this document, please refer to our
periodic reports and other filings with the SEC, including the risk factors identified in our most recent
quarterly reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained
by visiting the Cisco Investor Relations website at https://investor.cisco.com/home/default.aspx or
the SEC's website at www.sec.gov. The forward-looking statements made in this document are made
as of the time and date of its drafting. If reviewed later in time, even if made available by us, on our
website or otherwise, it may not contain current or accurate information. We disclaim any obligation
to update or revise any forward-looking statement based on new information, future events or
otherwise, except as required by applicable law.

In addition, any information about our roadmap outlines our general product direction and is subject
to change at any time without notice. It is for informational purposes only and shall not be
incorporated into any contract or other commitment. We undertake no obligation either to develop
the features or functionalities described, in beta or in preview (used interchangeably), or to include
any such feature or functionality in a future release.
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Inference is the new workload

FOU r Agents are the new workforce
ma rkEt fO rces Tokens are the new currency
Control is the new moat
r
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Agents are going to be running everywhere

Every device, every room, every workflow — quietly, all at once.
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Two megatrends build pressure across every organization

The rise of agentic Al + The post-Mythos cyber landscape




We live in the ost-Mythos world.

Every assumption we’ve had about
security & infrastructure must change. &+
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Implication #1: CVE Growth
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Annual CVE Growth (1999 - 2026)

CVE Volume Milestones

1999

300 CVEs

2005

~7,000 CVEs

2017

~14,600 CVEs

2025

48,000+ CVEs
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PAOPAS)

100k+ CVEs
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The Collapsing Time-to-Exploit

900

800

700

600

500

400

K100

200

100

Days from CVE Disclosure to Exploitation
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2020 2021 2022 2023 2024

2025

2026

Source: Zero Day Clock (zerodayclock.com) — 3,529 CVE-exploit pairs from CISA KEV, VulnCheck KEV & XDB
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Time-to-Exploit Milestones

2018

2.3 years

2021

13 months

2023
5 months

2025

23 days

2026
< 20 hours
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What if you could stay ahead?

Detect and react - Predict and prevent

© 2026 Cisco and/or its affiliates. Al rights reserved.




Intelligence without context is just computa

ALL SIGNALS. ONE FABRIC.

MACHINE TELEMETRY

Logs
Events
Traces
Metrics
Flows
Alerts
Topology

Configuration

o P> UWE Y@ @

Identity

BUSINESS & POLICY CONTEXT

[0 Business Knowledge
)  Policies & Rules

@ Business Context
Runbooks & SOPs

™ Service Ownership

© 2026 Cisco and/or its affiliates. Al rights reserved.
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&

powered by Splunk

THE CONNECTIVE LAYER
ISCO DATA FABRIC

WHAT MATTERS

The model doesn't understand your business

Right data e Right context e Right moment

“Your context does.”

CONTEXT

Unified Operational Context

Data tells you what happened.

®

DECISION
Al + Reasoning

—o °

ACTION OUTCOME
Automatic Orchestration Business Impact

sy Context tells you what it means.
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The SOC
Reimagined

and visibility

Detection &
Automation
Engineering

Threat
Detection with
Context

A Guideg
A human + Al partnership to harness
massive volumes of data and:

2.

g S

= . . 2

Z Unified TDIR in 5

z an Al-powered °§

*  Focus on the threats that matter most. 3 SOC Platform L
AN ~

* Accelerate detection and response.

Orchestrated &
Automated
Response

Threat
Investigation &
Hunting

* Enable digital resilience for the business.

Threat Intelligence

Governance

alraln
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A New Way: The Agentic SOC

An integrated system bringing together data, tooling, and Al to amplify the defender’s impact

Al and
Automation Human-led Al & Automation

Community-driven agents
Reasons and acts decisively
Prevents emerging threats

With Intuitive SOC Tooling

Single work surface for TDIR

Team coordination

Integrated workflows
Tooling

Tl enrichment & context
Data Correlated detections
Investigation & hunting

A Foundation of High-Fidelity Data

Deep fabric
Data management
Data pipelines

alraln
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Agentic SOC Maturity Model

Fragmented

Tool sprawl. Manual workflows
throughout TDIR. Primarily
reactive — the SOC responds
to alerts, not threats.

« Stale asset inventory

« Alert volume > analyst
capacity

« No unified case
management

+ Tool maintenance
consumes analysttime

© 2026 Cisco and/or its affiliates. Al rights reserved.

Unified

Consolidated TDIR. Al
assistance embeddedin the
analyst workflow. Humans
approve every containment
action.

+ Mission Control as single
surface

« RBA replacing 1:1alert
rules

» Al Assistant for SPL and
summarization

+ Exposure Analyticsactive

Augmented

First agents in production for
boundedtasks. Governance
policy and SOPsin place.
Agents demonstrate capability
before authority is extended.

Malware Reversing Agent
in triage

« SOP Agent codifying
runbooks

+ Agent actions logged and
attributable

« Triage Agent in pilot

Agentic

Multi-agent collaboration
within human-defined
boundaries. Analysts focused
on threat hunting, detection
engineering, and agent
oversight.

« Detection Builder and
Guided Response agents
active

« SOARhandles
containment within pre-
authorized scope

« Continuous VulnOps
workflow

« Human authority over
consequential decisions
preserved

alraln
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Why Sp|unk \d response to focus on

natters

. &
/ —
perations ireats at
by turning high-volume .\ ar the : " machine speed with
data into high-fidelity I_&i ic SOC s2» Al and automation
visibility

UL LN
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The Operating System for the Agentic SOC

Stop chasing incidents. Start shaping outcomes.

Stop Threats at Machine Speed

Built-in Integrations &
Al Assisted Experiences uiit g ) I Agentic Orchestration
(Human —Machine) Automerie (Machine-Human)
(MCPs, APIs)

=

Streamline Detection and Response

N\
Unified Work Surface SOAR+UEBA Tl Enrichment Al-Driven DetCciiEn
Response
Scale Security Operations with the ic
| g
Cost Controls Out-of-the-Box Detection Studio f':\nd Playbook
Content Authoring

= ) T
J" Al-powered Federated Search ég Al-Native Experiences CT\D

— Data Management and Analytics and Platform

© 2026 Cisco and/or its affiliates. All rights reserved.
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Integrated Case Management

Zh
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Enterprise Security

GA Now

Y=ELS

) N D N
SIEM Threat Detection Exposure
Intelligence Studio Analytics
' Al Assistant | Detection Builder Agent |
SOP Agent

© 2026 Cisco and/or its affiliates. All rights reserved.

GA Now

Premier

\ ~\ \ \

Automated
Essentials SOAR UEBA Threat
Analysis

Essentials plus Triage Agent | Malware Threat Reversing Agent
| Automation Builder Agent | Guided Response Agent*

alraln
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Enterprise
Security
Premier Edition

* Includes UEBA, SOAR and
Al Assistant

* Simplify your analyst
experience

* Gain full visibility and
control

© 2026 Cisco and/or its affiliates. Al rights reserved.
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Reference ID eb3222729-d5d5-4e90-afda-feBe20443cce

Investigation type Insider threat

Description Potential insider threat - Taylor Zhang

UEBA - Rag
v [ Notes
Tues 22

Owner Status
Insider threat analyst v l I New v l
Urgency Sensitivity
Low v l I High v l
ESCU - Active Directory P Disposition
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UEBA - Rare Successful
D ES-87418
Type [ Investigation
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reat Intelligence
lanagement

Accelerate investigations
with integrated intelligence
enrichment

® Investigate security events with relevant and
normalized intelligence

® Gain more context around risk and threats
targeting the organization

e Reduce noise and surface the highest fidelity
intelligence for action through normalized
scores from different sources

T
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splunk>enterprise Apps v
id rh Dashboards ~ Search

€ Incidents

Overview Response Events
Intelligence

Threat object

TYPE NAME

@ IP Address 10.11.36.20

@ » Address
3 MO5

3 SHA1
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system.net

Content

| Possible Phishing Attack 1 .2233
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Search
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All Sources Workflow
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“~ Most recent reporting from each source ¢

Q Search

Timestamp <
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https://cisco-full-stack-observability.navattic.com/tim-cmp?g=cmbjqdi9e00lb04l44dbv0790&s=0

SOAR: Unify

security
perations and

workflows

e Native SIEM-to-SOAR workflows. Trigger, run, and
monitor playbooks directly from detections to
automate triage, investigation, and response all in
one place.

e Seamless orchestration across your security stack.
Get more out of your security stack with the ability
to integrate across 300+ third-party tools with
support for 2,800+ automated actions

e Reduce manual toil and MTTR. Auto-handle low-
severity incidents and repetitive tasks in seconds so
analysts focus on high-impact investigations.

© 2026 Cisco and/or its affiliates. Al rights reserved.
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Action: add finding or investigationnote ¥ ] [ Run Id: 185
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next_page: null,
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ai_generated: false,
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https://splunkvideo.hubs.vidyard.com/watch/b3rVGbtbUtYoYJuxtVVUat
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Exposure Analytics

Introducing Exposure Analytics into

Unified TDIR Platform

Exposure Analytics shifts
security posture from reactive
to preventive by unifying
fragmented data and closing
attack surface visibility gaps to
provide a holistic view of assets,
identities, and relationships.

© 2026 Cisco and/or its affiliates. Al rights reserved.
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Compare the daily counts of newly discovered users over the discovery period
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See discovered users with known locations
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Customers expect to know, continuously, what they have, how it’s exposed, and why it matters right now.

+
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RS
&
Continual Entity
Visibility

Accelerate security
investigations and ensure
operational hygiene

For: SecOps Engr, Security Eng,
IT Ops

.

comes with Exposure Analytics

© 2026 Cisco and/or its affiliates. All rights reserved.

Exposure Visibility
And Posture

Identify gaps in security controls
and strengthen security
posture

For: Security Eng, IT Ops, GRC
Supporting teams

-
—
—

Contextual
Prioritization

Leverage contextual risk to
prioritize investigations,
hardening and remediation

For: IT Ops, SecOps,
VM, Security Eng

alraln
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Powering the Agentic SO(

. \ * - \
Simplify the Analyst Accelerate the SOC Expand detection

Experience with agentic Al and visibility
T
Volume --> Value
— )
Friction --> Flow
)

Silos --> Synergy
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Patterns informing Splunk’s Al strategy

Patterns informing Splunk’s

© 2026 Cisco and/or its affiliates. All rights reserved.

Customer

Al strategy

Al assistant adoption has universal momentum

- Investigation Assistance
- Automation Authoring
- Detection Engineering

Task agents in production use; fully agentic -> early
- Specific task (e.g. Reverse Malware) —in production use

- Alert (e.g. Triage Alerts) — gaining traction

- Agentic across alerts (e.g. Optimize Detections) — early

Building trust in Al Agents - transparent and extensible

- Fully auditable reasoning, execution with validation checks
- Customizable to perform inline with organizational SOPs
- Captures local knowledgebases / memory as needed

Higher UX expectations — Al embedded in Workflows

- Approve Al recommendations vs start from scratch
- Uls need to be dynamic and support agent, human interaction

Democratization of security engineering

- | can write a document describing it -> build it
- Use-cases leverage tools exposed by the SIEM

alraln
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chitecture

Context izati Threat Human Interface
Organlgathpal Kppwledge Long Term Memory
Layer (Assets, identities, policies, Crown Context (Case History, Dispositions) (Event chat, approvals,
jewels) (Intel Feeds, CVEs, TTPs) ' escalations)
Detection Agents Investigation Agents Response Agents
* Auto-aggregate » * Triage * Automated response
SOC Agents * Recommend / Create « * Investigate ‘ * Human in the loop for critical
* Tune * Hunt actions

s

L L

Automation Agents — Build / Refine Workflow

Processing Layer Frontier / Local

Security Controls for

Fine-tuned SLMs, MCP - Splunk + 3P

LLMs Vector DB for RAG via SOAR Al Models — Al
Defense
Interaction
and Al Canvas
: Guided Unified Collaboration and Workspace
Collaboration

© 2026 Cisco and/or its affiliates. All rights reserved.
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Investigation Assistance

Essentials

© RLscocmnvy @ Suppon & Services v
CR PR

Al Assistant for Security E] %
PowerShell b
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Last 24 hours v

Enterprise

Al Assistant for Security

Malicious PowerShell execution
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e r I o - Entity * 25, 2025, mn obfuscatod PowerSholl command was executed using the «
[Command flag by a low-privilege user during off-howrs. The script contacted &
o domain (185.99.132[.]22) linked to the MuddyWater APT group, as

by Cisco Talos theoat intel

~ Finding summarization
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° Embedded across a” analyst known G2 domain (185.99.132[.]22) linked to1 . mesato esponse
f““:;"‘l';:”""'" faB02 O 82 confirmed by Cisco Talos threat intel.
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within 24 h Gevic 2 g
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* Guidei nvestigations with Al-powered sdfom 101621944680 scheduled task, and attempted credential thefty~ "<t || ¥/ Accest
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e Accelerate workflows with . - 25 [Canowzo User Context: Unusual activity from low-privilege user during off-hours
Latoral Movement: SMB avonts clserved post-axscution
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M4 Splunk Attack Analyzer
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& A y " "o
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Currently available for Cloud users Surrmactrs the findegs | | Gacrote ivestigagon oot | SReeRtSPL | Discover Al Assstant okt
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Response
automation and
summarization

e Coordinate IR teams.
Automatically.

® Automatically create a war room

® Automatically summarize war room updates on
the investigation

® Collaborate across your team to resolve threats
faster

© 2026 Cisco and/or its affiliates. Al rights reserved.

Investigation Assistance
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Event type modnotable_resuts v
notable v
risk_notables -

24 hour risk threshold exceeded for user=cgarcia

Intelligence

Avdn{timestamp=02-22.2024 230459452, userscgarcia,
actionsedit_search_schedule _window, ndosgranted |

< Adaptive rosponsos

Netoirne Mede Tne User
e anadyws *  Saved 202401057163 admn
1239+0000
Notatile * Seved 2024-01.05T1&3 admin
1:39+0000
W DAADCIVe 1Y « 2
Naxt stops

U0 Croste Webex war room

St

® Suce

® Suce

Premier

© Lxaamne @ SppothSecon v
@ A eotomrie socrty

* (O mfo > O

Owner Status
Unassigned - New .
Urgency Senstivity
Medsum - Unknown v
Dispostion
Undetermined .
0 £3-ADS4Y
Type S rwestgstion
Time Today 1020 AM
Investigation type Defoult -
Descrigtion Risk Threshold Exceeded for an object over a 24
hour pericd
Detection fusk - 24 Fusk Threshold Exceeded Rule
* {] Notes
Q Saarch not v 4+
@ #omn Aug 20,0605 PM :
+ A pereratod
Webex meeting summary and action items
Participsnts:

Matthew Baker, Pamela lsley, Tin Tador

Surrrnacy

The teom dscussed the REA imvestigation whore & user's risk score
oked above thresholkd Automated playbooks alresdy blocked trafhc
and isolated the vulnerable instonce. Focus shiftad to verifying
contanment, validating the users identity, and planning forensic review

Action itemns:
« Matthew 10 verty contanment and run forensic review on the
nolated instance
« Pameia 10 CONMACT user and enforce MFA chack

« Team 10 conduct a review of playbock effectiveness after the
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Triage Agent

e Streamline alert
prioritization

* Plan and execute
investigations

* Automate insights to reduce
MTTR

© 2026 Cisco and/or its affiliates. Al rights reserved.

splunk>cloud Apps ¥

Mission Control Security analytics ~ Security content ~ Configure ~

Default views

™ An

g Owned by me

2+ Unassigned
(!) Riskscore

v Saved views
> My critical items

[ Unassigned SLA expiring

> Insider threat

(@) Messages »  Settingsv  Activityv  Q Find

Analyst queue

Premier

gs 4 Alsuggested disposition v

@ True positive

All types (= Investigations

{7 Al disposition: True positive 7

D Benign positive

> Title ~ P Related investiga
O [:| False positive
O €© Malicious PowerShell executio i
FI-AB543 D Other b
D o 24 hour risk threshold exceede 5
user=administrator G Undetermined
FI-AB233 B |
O © Possible Phishing Attack
D o Unusual network activities detected fror 5
52.218.245.82 t0 52.216.133.181 NA Nyah Aamadu
D o 3 failed login attempts within 24 hrs on device -
10.34.56.354
Threat Activity Detected from 56.143.202.14 to
D o FI-ABS 94 8
8.108.191.107
D €© Email files written outside of the Outlook directory ~ FI-AB352 KT Kenji Tanaka 6k
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Malware threat
reversing agent

e Actionable insights in
seconds. Not hours.

® Explains malicious scripts step-by-step

® Extracts I0Cs, flags evasion, and maps to MITRE
TTPs

® Reduces bottlenecks due to a lack of coding
language expertise

© 2026 Cisco and/or its affiliates. Al rights reserved.

Summary MITRE TTPs 10Cs and Recommendations

| Malicisus

Script downloads an M5I from a remote host and silently installs it via msiexec. Uses WebClient to fetch payload, silent installation, file
cleanup

Technical Analysis

= Step 1: Configure PowerShell to use TL512 for secure connections

= Step 2: Define the URL for the MS| payload

= Step 3 Construct the temporary file path in the %TEMP% directory

= Step 4 Instantiate a WebClient object and set a custom User-Agent header

= Step 5 Download the M5! from the remote server to the temporary path

= Step & Verify the downloaded file exists at the temporary location

= Step T: Iimvoke malexec.exe to Install the MSI silently with no restart

= Step B: Remove the M5 installer file after successful installation

= Step 9 Handle any errors during download or installation and perform cleanup
+ Obfuscation techniques identified: None

Relevant code

[Net .ServicePointManager]::SecurityProtocol = [Met.SecurityProtocolType]:: Tlsi2
Description
TLS configuration for Power Shell remoting (Step 1 from analysis)

Purpose

Enforces usage of TLS1.2 for secure network communications. Prevents fallback to weaker S5L/TLS protocols.

Example matching Regex

Premier

LA PRI

True positive -

[n} ES-00004

Type B Investigation

Time Today 10:20 AM

Last updated Today 10:20 AM

Referance ID B4b056d2-9263-49b8-
adbb-c322181dad6

Investigation type Default -

Description This detection identifies
the execution of potent..

Show mong

v f§ Notes ©

H B I & M ¢HIIES=EHEFS©

Enter note
Save
« [ Files ®
Drop your files here or browse

all file types supported
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Automation
Builder Agent

Accelerate time to
automation

® Translate natural language intent into
functional, tested SOAR playbooks

® Enable more teams to contribute

© 2026 Cisco and/or its affiliates. Al rights reserved.

Add
EXECUTE ACTIONS
B Action ©
@ Playbook ()
<> Code ()
& ity O
PROCESS FILTERS
[ Firer O
[ pecision O

HUMAN INPUT

2 B prompt ©

—

<

n 1 Missing Configuration View

-
oy
custon List anumerate

s
ot matiog start tiee
-

oy

et meeting end time
-

contir creats tesss
nasting

€A D

=

100%

set

B con
.chc

Premier

| » Repo:local Python version: 3.1: Q_] SOAR Al Assistant (0]
received
Data pi
— 5. Time manipulation utilities
Q, Sear
The datetime utilities warn because:
Block rest « Input timestamps depend on a prior action
« Formatting must match Teams API expectations
Q Sear ® Your formats are valid A Warning exists in case
upstream data is missing or malformed
B Sta

Bottom line

You're seeing warnings because this playbook:
+ Is intentionally opinionated
+ Uses hard-coded configuration
+ Assumes happy-path execution

# Nothing is broken ¥ Safe to run A Warnings are
about robustness, reuse, and edge cases

If you want, | can:

« Walk through each warning block-by-block

+ Help you eliminate all warnings

+ Suggest a “production-hardened” of this
playbook

Just tell me how strict you want it to be.

v © © O

- el
&' |Ask me anything affout.. 7

Results from GenAl can vary; review for accuracy. View Al details [2
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SOP Agel

Accelerate time to
automation

Import SOPs into Splunk ES response
plans to align Al-driven responses with
your organization’s operational
standards.

© 2026 Cisco and/or its affiliates. Al rights reserved.

splunk

Response plans

22 My organizatic

Import response plan

Upload your security documentation

Import and generate with Al

to create a response plan:

Essentials

X
Import JSON ipsum
Import a response plan JSON file lorem ipsum
Choose file
Supported formats: JSSON
alraln
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Detection Builder
Agent

From hypothesis to production
In minutes

Streamline detection engineering:
import, tune, and personalize content to
move from hypothesis to production in
minutes.

© 2026 Cisco and/or its affiliates. Al rights reserved.

focurity comtent dashboard / Detections

Detections . oo

Overall detection technique coverage

Last 7 don

65% ...

Flle C Rule
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[ EREU- Pewarnet Gat Locasrens Dusvavery - Aube

Y Filter Detections

.

-

Essentials
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Compnttity | Atmone | Depteed Mite ¢
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.on
«
. o
v .
. o
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o . On
. . om
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e

v (D Onas

ESCU - ICACLS Grant Command - Rule
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vty L At v
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weton Own  Jen 20 2623

Uodote Dute  Mar 72008

v 1] Owtection Logie

EARALS Snacwr ity contont summar foson
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o5 LastTine from detamodelsbadpeint
o where

Processes procens sese IN [ “icacis,

“cacle. ean®, "rcacle ene*) MO

Pracesses. process DN (“fgrasges, =

¥ By Precenses.action Proc

+ Precesses.oniginal_file
PTACHSSES PATONT_Brocess
Processes parent_proc
Pracesses parent_process

4 PTRCHSIES PATNT_DIocess Ve
PrACessus Bt ent_Bracess sane
Frocenses parent_process seth Proces
Procensen procens_seec

I Precesses process_gud Pracesies.peo
Pracesses pratess M

¥ Pracenses prodens inlege sty Level
Procesans procens_mame Pracesies . peo

Pracesses wier Processes weer Vo
Processes. vendir_product
“drop_tm_object_nase(Processes)
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https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://cisco-full-stack-observability.navattic.com/detection-studio

splunkscloud Apps* () Messages v  Settings»  Activity » Find Q

[ ]
O O I l Showcase Experiments Search Models Settings Connection Management

Connection Management Settings

By using the LLM feature you

arch Models Settings

with LLM

Select Service:

I n t e r a t i O n S ::f:r::)ic ection feature you acknowledge and agree that data from sea
g Splunk Hosted Models L € g::;.e(.)penm
Models and Settings for S c;::::k _
[r— Gl Splunk Hosted Models
OpenAl
Liama 31708 Instruct AWQ Anth o] 0] ic
e Access secure Al/ML models AzureOpenAl
Groq eOpenAl
* Avoid Al infra maintenance R Gemini
Bedrock
e Start faster with more Ollama
fl eXi b i I ity Llama-3.1-FoundationAl-SecurityLLM-base-88 Maximurr

© 2026 Cisco and/or its affiliates. Al rights reserved.

and agree that data fro

nagement Settings

Splunk Hosted Models

Max Tokens 2000

Essentials

B 2 Splunk Administrator * @) Support & Services ¥

. Al Toolkit
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Premier

T Tim Tailor Sep 03, 6:34 PM

Run a url reputation action

G u i d e d R e S p o n S e o Sure | can help with that. | can use VirusTotal to run a 'url repation

action'.

Ag e n t Multiple URLs were found in this investigation. Based on phishing

indicators, | recommend running a URL reputation check on the final
redirect / landing page URL
‘hitps://marketing.pipelinepub.com/acton/ct/11876/s-073e-2508:0/Bct/q-
06971-03fc:73b/ct35_0/1Au?sid=TV2%3AIGGIpwUZW'", since that is the
one most likely to host the malicious payload or credential harvesting

site.
Enrich findings with tool calls WAl
url: hitps://marketing.pipelinepub.com/acton/ct/11876/s-073e-2508:0/Bct/q

Provide real-time context and in- Action details
workflow actions based on standard sl SRR COIAT

. [ VirusTotal B ] | VirusTotal_v2 -
operating procedures (SOPs) to ensure T |

Cltion ur
rapid, compliant resolution. [ -] [ epsumanetngpper. -
£ 3
Cloud only “ v oo
4 Ask me anything about... 9

Results from GenAl can vary; review for accuracy. View Al details [2

alraln
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Delivering ncreases
when investigating security incidents

Scenario: Security analyst is investigating a high priority RBA finding

1. Summarize findings within an Investigation
a. Leverage Gen Al to generate a summary of findings and
relevant MITRE ATT&CK techniques and tactics
2. Generate SPL queries to investigate data
a. Leverage Gen Al to suggest investigative SPL queries based on
natural language prompts
3. Conversational security inquiries
a. Have security topic related conversations
4. Generate post-investigation report
a. Leverage Gen Al to create an Investigation Report capturing
timeline of events, analyst investigation notes, and MITRE
ATT&CK info

© 2026 Cisco and/or its affiliates. All rights reserved.

POSENS-1101

Review findings
a.  Manually review all correlated alerts and metadata to better
understand the incident
b. Manually research tactics and techniques to better understand
the incident
Formulate investigation strategy
a. Leverage tribal knowledge and experience to determine
investigation next steps
Broaden the investigation
a. Using tribal knowledge and experience expand the investigation
beyond initial findings by manually authoring investigative SPL
queries
Post-incident summary report
a.  Manually summarize and document initial findings, remediation
actions, and other relevant information to close the incident

alraln
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B —————
Predict and Prevent

splunk>

a CISCO company

Turnkey Al that speeds up the
path to innovation

M~

e 2
Augmented

AI-ready data skills

—

Al assistants help non-experts

Connect and govern answer the why.

telemetry for accurate and
auditable Al.

© 2026 Cisco and/or its affiliates. Al rights reserved.

5

Agentic
acceleration

Supervised agentsin a
collaborative workspace
cut time to resolution.

v

Differentiation
with Al

e

Train custom models and create
unique business outcomes.

]
cisco
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What if you could stay ahead?

Detect and react - Predict and prevent

© 2026 Cisco and/or its affiliates. Al rights reserved.
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