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Forward-
looking 
statements

This document may contain forward-looking statements regarding future events, plans or the 

expected financial performance of our company, including our expectations regarding our products, 
technology, strategy, customers, markets, acquisitions and investments. These statements reflect 
management's current expectations, estimates and assumptions based on the information currently 

available to us. These forward-looking statements are not guarantees of future performance and 
involve significant risks, uncertainties and other factors that may cause our actual results, 
performance or achievements to be materially different from results, performance or achievements 

expressed or implied by the forward-looking statements contained in this document.
 
For additional information about factors that could cause actual results to differ materially from 

those described in the forward-looking statements made in this document, please refer to our 
periodic reports and other filings with the SEC, including the risk factors identified in our most recent 
quarterly reports on Form 10-Q and annual reports on Form 10-K, copies of which may be obtained 

by visiting the Cisco Investor Relations website at https://investor.cisco.com/home/default.aspx or 
the SEC's website at www.sec.gov.  The forward-looking statements made in this document are made 
as of the time and date of its drafting. If reviewed later in time, even if made available by us, on our 

website or otherwise, it may not contain current or accurate information. We disclaim any obligation 
to update or revise any forward-looking statement based on new information, future events or 
otherwise, except as required by applicable law.

 
In addition, any information about our roadmap outlines our general product direction and is subject 
to change at any time without notice. It is for informational purposes only and shall not be 

incorporated into any contract or other commitment. We undertake no obligation either to develop 
the features or functionalities described, in beta or in preview (used interchangeably), or to include 
any such feature or functionality in a future release.
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Four 
market forces

Inference is the new workload

Agents are the new workforce

Tokens are the new currency

Control is the new moat
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Agents are going to be running everywhere

Every device, every room, every workflow — quietly, all at once.

On a laptop

In an enterprise smart switch

In a meeting room

In a branch router

In the data center

In a SOC

In a deskside device

In a contact center
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Two megatrends build pressure across every organization

How do I manage token 
costs?

What infrastructure do I 
need to modernize?

Where should I run my AI 
workloads?

What shape should my 
workforce take?

How do I keep agents from 
going rogue?

What needs to change in 
my security posture?

Do I have the data I need in 
the right place?

Can I trust what my AI is 
doing?

The rise of agentic AI + The post-Mythos cyber landscape
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Every assumption we’ve had about 
security & infrastructure must change.

Post-MythosWe live in the world.
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Implication #1: CVE Growth

Annual CVE Growth (1999 - 2026)
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The Collapsing Time-to-Exploit

Days from CVE Disclosure to Exploitation
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Time-to-Exploit Milestones

2018

2.3 years

2021

13 months

2023

5 months

2025

23 days

2026

< 20 hours

Source: Zero Day Clock (zerodayclock.com) — 3,529 CVE-exploit pairs from CISA KEV, VulnCheck KEV & XDB
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Detect and react → Predict and prevent

What if you could stay ahead?
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Intelligence without context is just computation.
ALL S IGNALS.  ON E F ABRIC.

M ACHIN E  TE LE ME TR Y

BU SI N ESS  &  POLI CY CON T EXT

Logs

Events

Traces

Metrics

Flows

Alerts

Topology

Configuration

Identity

Business Knowledge

Policies & Rules

Business Context

Runbooks & SOPs

Service Ownership

CONTEXT
Unified Operational Context

DECISIO N
AI + Reasoning

ACTION
Automatic Orchestration

OUTCOM E
Business Impact

WHAT MATTERS

The model doesn't understand your business

Right data • Right context • Right moment

“Your context does.”

Data tells you what happened. Context tells you what it means.
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AI Guided

Unified TDIR in 
an AI-powered 
SOC Platform
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Compliance

Governance

Security Monitoring 

and visibility

Threat 

Detection with 
Context

Threat 

Investigation & 
Hunting

Threat Intelligence

Orchestrated & 

Automated 
Response

Detection & 

Automation 
Engineering

• Focus on the threats that matter most. 

• Accelerate detection and response. 

• Enable digital resilience for the business. 

A human + AI partnership to harness 
massive volumes of data and:

The SOC
Reimagined
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AI and 
Automation

Tooling Analytics

Data

A New Way: The Agentic SOC
An integrated system bringing together data, tooling, and AI to amplify the defender’s impact

A Foundation of High-Fidelity Data

Analyzed at Machine Speed

With Intuitive SOC Tooling

Human-led AI & Automation

Deep fabric
Data management 
Data pipelines

TI enrichment & context
Correlated detections
Investigation & hunting

Single work surface for TDIR
Team coordination
Integrated workflows

Community-driven agents
Reasons and acts decisively
Prevents emerging threats



© 2026 Cisco and/or its affiliates. All rights reserved.

Agentic SOC Maturity Model
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Power the 
Agentic SOC

Scale operations 
by turning high-volume 

data into high-fidelity 
visibility

Streamline detection and response to focus on 
what matters 

Stop threats at 
machine speed with 
AI and automation

Why Splunk



© 2026 Cisco and/or its affiliates. All rights reserved.

The Operating System for the Agentic SOC

Unified Work Surface TI EnrichmentSOAR+UEBA
AI-Driven Detection and 

Response
Integrated Case Management

Streamline Detection and Response

Built-in Integrations & 

Automation 
(MCPs, APIs)

Agentic Orchestration

(Machine-Human)

Stop Threats at Machine Speed

AI Assisted Experiences

(Human –Machine)

AI-powered 

Data Management
Federated Search 

and Analytics
AI-Native Experiences

and Platform

Machine 

Data Lake>

Scale Security Operations with the Cisco Data Fabric

Stop chasing incidents. Start shaping outcomes.

Out-of-the-Box 

Content
Cost Controls

Detection Studio and Playbook 

Authoring

AI Assisted Experiences
(human-machine)
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Enterprise Security

GA Now

Threat 
Intelligence

Detection
Studio UEBA

Automated 
Threat 

Analysis

GA Now

Essentials Premier

Exposure 
Analytics

SIEM Essentials SOAR

AI Assistant | Detection Builder Agent | 
SOP Agent  

Essentials plus Triage Agent | Malware Threat Reversing Agent
| Automation Builder Agent | Guided Response Agent* 
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Enterprise 
Security 
Premier Edition

• Includes UEBA, SOAR and 
AI Assistant

• Simplify your analyst 
experience 

• Gain full visibility and 
control 
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● Investigate security events with relevant and 
normalized intelligence 

● Gain more context around risk and threats 
targeting the organization

● Reduce noise and surface the highest fidelity 
intelligence for action through normalized 
scores from different sources

Threat Intelligence 
Management

Accelerate investigations 
with integrated intelligence 
enrichment

© 2025 SPLUNK LLC

See it in action

See it in action

Threat Intelligence

https://cisco-full-stack-observability.navattic.com/tim-cmp?g=cmbjqdi9e00lb04l44dbv0790&s=0
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SOAR: Unify 
security 
operations and 
workflows
● Native SIEM-to-SOAR workflows. Trigger, run, and 

monitor playbooks directly from detections to 
automate triage, investigation, and response all in 
one place.

● Seamless orchestration across your security stack. 
Get more out of your security stack with the ability 
to integrate across 300+ third-party tools with 
support for 2,800+ automated actions

● Reduce manual toil and MTTR. Auto-handle low-
severity incidents and repetitive tasks in seconds so 
analysts focus on high-impact investigations.

See it in action

See it in action

SOAR

https://splunkvideo.hubs.vidyard.com/watch/b3rVGbtbUtYoYJuxtVVUat


© 2026 Cisco and/or its affiliates. All rights reserved.

Part of ES Premier 

Insider and advanced threat 
detection using advanced ML

Premium user centric workflows 
leveraging data already sent to 
Splunk 

Tightly integrated with ES

User & Entity 
Behavior Analytics
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Introducing Exposure Analytics into 
Unified TDIR Platform

Exposure Analytics shifts 
security posture from reactive 
to preventive by unifying 
fragmented data and closing 
attack surface visibility gaps to 
provide a holistic view of assets, 
identities, and relationships.

Exposure Analytics

Customers expect to know, continuously, what they have, how it’s exposed, and why it matters right now.
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Driving proactive security outcomes with Exposure Analytics

Continual Entity 
Visibility

Accelerate security 
investigations and ensure 

operational hygiene

For: SecOps Engr, Security Eng, 
IT Ops

Exposure Visibility 
And Posture

Identify gaps in security controls 
and strengthen security 

posture 

For: Security Eng, IT Ops, GRC 
Supporting teams

Contextual 
Prioritization

Leverage contextual risk to 
prioritize investigations, 

hardening and remediation

For: IT Ops, SecOps, 
VM, Security Eng
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Patterns informing Splunk’s 
AI strategy

AI 
Capability 

Shifts

Threat 
Landscape

Customer 
Input

• AI assistant adoption has universal momentum
- - Investigation Assistance
- - Automation Authoring
- - Detection Engineering

• Task agents in production use; fully agentic -> early
- - Specific task (e.g. Reverse Malware) – in production use
- - Alert (e.g. Triage Alerts) – gaining traction
- - Agentic across alerts (e.g. Optimize Detections) – early

- Building trust in AI Agents - transparent and extensible
- - Fully auditable reasoning, execution with validation checks
• - Customizable to perform inline with organizational SOPs
• - Captures local knowledgebases / memory as needed

- Higher UX expectations – AI embedded in Workflows
- - Approve AI recommendations vs start from scratch
- - UIs need to be dynamic and support agent, human interaction

- Democratization of security engineering
- - I can write a document describing it -> build it
- - Use-cases leverage tools exposed by the SIEM

Patterns informing Splunk’s AI strategy
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Agentic SOC Architecture

Detection Agents

• Auto-aggregate
• Recommend / Create
• Tune

Investigation Agents

• Triage
• Investigate
• Hunt

Response Agents

• Automated response
• Human in the loop for critical 

actions

Organizational Knowledge
(Assets, identities, policies, Crown 

jewels)

AI Canvas
Guided Unified Collaboration and Workspace

Threat 

Context
(Intel Feeds, CVEs, TTPs)

Automation Agents – Build / Refine Workflow

Long Term Memory
(Case History, Dispositions)

Frontier / Local 

LLMs

MCP - Splunk + 3P 

via SOAR

Fine-tuned SLMs, 

Vector DB for RAG

Context 

Layer

SOC Agents

Processing Layer

Interaction
and

Collaboration

Human Interface
(Event chat, approvals, 

escalations)

Security Controls for 

AI Models – AI 
Defense
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Currently available for Cloud users

AI Assistant in 
Enterprise 
Security

• Embedded across all analyst 
workflows

• Guide investigations with AI-powered 
query generation and summarization

• Accelerate workflows with 
embedded, context-aware AI insights

• Empower decisions with AI-driven 
next step and remediation guidance

Investigation Assistance AI in Security

Essentials
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• Coordinate IR teams. 
Automatically.

● Automatically create a war room

● Automatically summarize war room updates on 
the investigation

● Collaborate across your team to resolve threats 
faster

Response 
automation and 
summarization

Investigation Assistance AI in Security

Premier
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Triage Agent

• Streamline alert 
prioritization 

• Plan and execute 
investigations

• Automate insights to reduce 
MTTR

AI in Security

Premier
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• Actionable insights in 
seconds. Not hours.

● Explains malicious scripts step-by-step

● Extracts IOCs, flags evasion, and maps to MITRE 
TTPs

● Reduces bottlenecks due to a lack of coding 
language expertise

Malware threat 
reversing agent

AI in Security

Premier
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Automation 
Builder Agent

AI in Security

Premier

Accelerate time to 
automation

● Translate natural language intent into 
functional, tested SOAR playbooks

● Enable more teams to contribute
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SOP Agent

AI in Security

Essentials

Accelerate time to 
automation

Import SOPs into Splunk ES response 
plans to align AI-driven responses with 
your organization’s operational 
standards.
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Detection Builder 
Agent

From hypothesis to production 
in minutes

Streamline detection engineering: 
import, tune, and personalize content to 
move from hypothesis to production in 
minutes.

AI in Security

See it in action

See it in action

AI in Security

Essentials

https://splunkvideo.hubs.vidyard.com/watch/R7pi8kByfwQJ8SxGjL5Nut?
https://cisco-full-stack-observability.navattic.com/detection-studio
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AI Toolkit 
with LLM 
Integrations

• Access secure AI/ML models

• Avoid AI infra maintenance 

• Start faster with more 
flexibility

AI in Security

Essentials
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Guided Response 
Agent

Enrich findings with tool calls

Provide real-time context and in-
workflow actions based on standard 
operating procedures (SOPs) to ensure 
rapid, compliant resolution.

* Cloud only

AI in Security

Premier
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Without AI Assistant  (~hours*)
1. Review findings 

a. Manually review all correlated alerts and metadata to better 

understand the incident

b. Manually research  tactics and techniques to better understand 

the incident

2. Formulate investigation strategy

a. Leverage tribal knowledge and experience to determine 

investigation next steps

3. Broaden the investigation

a. Using tribal knowledge and experience expand the investigation 

beyond initial findings by manually authoring investigative SPL 

queries

4. Post-incident summary report

a. Manually summarize and document initial findings, remediation 

actions, and other relevant information to close the incident

With AI Assistant  (in minutes*)
1. Summarize findings within an Investigation

a. Leverage Gen AI to generate a summary of findings and 

relevant MITRE ATT&CK techniques and tactics 

2. Generate SPL queries to investigate data

a. Leverage Gen AI to suggest investigative SPL queries based on 

natural language prompts

3. Conversational security inquiries

a. Have security topic related conversations

4. Generate post-investigation report

a. Leverage Gen AI to create an Investigation Report capturing 

timeline of events, analyst investigation notes, and MITRE 

ATT&CK info 

Delivering 
when investigating security incidents

Scenario: Security analyst is investigating a high priority RBA finding

productivity increases

*Results will vary depending on complexity of case
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Turnkey AI that speeds up the 
path to innovation

Augmented 
skills

Agentic 
acceleration

AI-ready data
Train custom models and create 
unique business outcomes.

Supervised agents in a 
collaborative workspace
cut time to resolution.AI assistants help non-experts 

answer the why.
 

Connect and govern
telemetry for accurate and 
auditable AI.

Differentiation 
with AI
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Cisco Confidential

Build trust in AIUnlock Insights Predict and Prevent
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Detect and react → Predict and prevent

What if you could stay ahead?
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The time

Thank

© 2025 SPLUNK LLC

You

© 2025 SPLUNK LLC
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